3apeructpupoBaHo B MuHiocte Poccun 31 maa 2013 1. N 28608

PEILEPAJIbHAA CNYXBA MO TEXHUYECKOMY N 9KCNMOPTHOMY KOHTPO/HO

NPUKA3
ot 11 cheBpans 2013 r. N 17

Ob YTBEPXAEHU TPEEQBAHVIVI .
O SAWUNTE UHPOPMALIUN, HE COCTAB/IAIOLLEN rOCYAAPCTBEHHYHO TAUHY,
COAEPXALLENCA B rOCYAAPCTBEHHbIX MTH®OPMALNOHHbBIX CUCTEMAX

CnmncoK N3MeHSILWNX JOKYMEHTOB
(B peq. MpukaszoB ®CTIK Poccum ot 15.02.2017 N 27,
o1 28.05.2019 N 106)

B cooTtBercTBUM € 4YacTbio 5 ctatbu 16 depepancHoro 3akoHa oT 27 wmona 2006 r. N 149-d3 "O6
WMHpopMaunn, MHAPOPMALMNOHHBIX TEeXHOMOrnAX M 0 3awmte uHdopmauun” (CobpaHme 3akoHoAaTeNnbCTBa
Poccuiickoin ®egepaumn, 2006, N 31, cT. 3448; 2010, N 31, cT. 4196; 2011, N 15, cT. 2038; N 30, cT. 4600; 2012, N
31, cT. 4328) n MNonoxeHnem o PefepasibHON CyXK6e No TEXHNYECKOMY 1 SKCMOPTHOMY KOHTPOSI0, YTBEPXKAEHHbLIM
Ykaszom [MpesmgeHta Poccuiickoii ®egepauun ot 16 asrycta 2004 r. N 1085 (CobpaHue 3akoHogaTenbCTBa
Poccuiickonn ®egepaumm, 2004, N 34, cT. 3541; 2006, N 49, cT. 5192; 2008, N 43, cT. 4921; N 47, cT. 5431; 2012, N
7, cT. 818), nprkasbiBato:

1. YTBepanTb npunaraemMble TpeGoBaHUS O 3awWyTe MHGOPMaLUM, HE COCTaB/SIOLLEN roCYAapCTBEHHYH
TaliHy, cofiepxallelicsl B rocyfapCTBEHHbIX MHAIOPMALMOHHBIX CUCTEMAX.

2. YCTaHOBUTb, YTO yKazaHHble B NMyHKTe 1 HAcTosllero npvkasa Tpe6GoBaHWsi NPUMEHSIOTCS AN 3alyThl
MHhopMaLMK B TOCY[apCTBEHHbIX MH(DOPMALMOHHBIX cucTemax ¢ 1 ceHTabpsi 2013 T.

JnpekTtop

denepasibHOW C/yXObl N0 TEXHUYECKOMY
1 3KCMOPTHOMY KOHTPOSHO

B.CE/IVH

YTBEpPXAEHbI
npukasom ®CTIK Poccuu
oT 11 cheBpansa 2013 . N 17

TPEGOBAHUS _ 5
O 3ALUMTE MHPOPMALM, HE COCTAB/ISIIOLLEV FOCYAPCTBEHHYIO TAVIHY,
COJIEPXALLENCS B FOCYAPCTBEHHbIX IH®OPMALIMOHHBLIX CUCTEMAX

CnncokK U3MEeHAILWNX JOKYMEHTOB
(8 peq. MpukaszoB ®CTIK Poccum ot 15.02.2017 N 27,
oT1 28.05.2019 N 106)

l. O6Lue nonoxeHus

1. Hactoswme TpeboBaHus paspaboTaHbl B COOTBETCTBMM C PeepasibHbIM 3aKOHOM OT 27 mona 2006 . N
149-03 "O6 wuvHdopMaLuKn, WHMOPMALMOHHBIX TEXHOMOMMAX W 0 3awmuTe wuHdopmaunn" (CobpaHue
3aKoHogarenbcTBa Poccuiickon degepauun, 2006, N 31, cT. 3448; 2010, N 31, cT. 4196; 2011, N 15, cT. 2038; N



30, cT. 4600; 2012, N 31, cT. 4328), a Takke C y4eTOM HauMOHasIbHbIX CTaHAapToB Poccuiickoin depepauun B
obnactu 3awmTbl MHpopmMauun 1 B 06nacTn co3gaHua aBTOMAaTU3MPOBAaHHbLIX CUCTEM (fJasiee - HauMoHallbHble
cTaHfapTbl).

2. B pokymeHTe ycTaHaBnMBalTCs TPebOBaHMSA K OBGECNeyYeHMI0 3alyTbl MHOPMaLMU OrpaHUYeHHOro
[OCTyna, He cofepXallein cBefeHns, COCTaBNSoWME rocyaapCTBEHHYIO TailHy (Aasiee - MHopMauwms), OT YTEeUKM
Mo TEXHWYECKMM KaHanam, HeCaHKLMOHNPOBAHHOIO A0CTYNa, CreLumasbHbIX BO3ENCTBUI Ha Takylo UHopmMaLmo
(HocuTenu MHopMauun) B LeNsx ee A06bIBaHMS, YHUYTOXEHUS, UCKaXXEHUST Ny G/10KMpoBaHMs gocTyna K Hel
(manee - 3awmTa nHdopmauum) Npu ob6paboTke yKkazaHHOW MHopMauun B rocyAapCTBEHHbIX MHAIOPMALMOHHBIX
cucTemax.

HacTtosiwme TpeboBaHUSA MOTyT NPUMEHATLCSA A5 3aWuTbl 00LLEeA0CTYNHOMW MHG)OpMaUuK, cogepxallencs B
roCyfapCTBEHHbIX MHPOPMALMOHHBLIX cUCTeMax, ANs AOCTMXKEHUSI Ueneid, ykasaHHblXx B nyHkTax 1 n 3 vactm 1
ctatbn 16 ®depepasibHOro 3akoHa OT 27 wuona 2006 r. N 149-03 "O6 wHcopmaumm, WHGOPMALMOHHBIX
TEXHOSIOTUSX M O 3aluTe nHopmaumn®,

B pokymeHTe He paccmatpuBaloTcsl TpeboBaHWA O 3awuTe WHOpMauuW, CBA3aHHble C MPUMEHEHVEM
KpunTtorpaduyeckmx MeToLoB 3awmTbl MHpopMaLun 1 WngpoBasibHbIX (KpunTorpauueckmx) cpeacts 3allunTbl
WHpopmaumn.

3. HacTosiwme Tpe6oBaHusA SIBNSIOTCS 06A3aTeNbHbIMKM NPU 06paboTke MHOPMaLMK B TOCYAapCTBEHHbIX
MHDOPMAaLMOHHBLIX cUMcTEMAx, (OYHKLMOHMPYIOWUX Ha Tepputopun Poccuiickoii  ®epepaumu, a Takke B
MYHULMMNATbHBIX MH(DOPMALMOHHBIX CUCTEMAX, €C/IM MHOE He YCTaHOB/IEHO 3aKoHOAATeNbCTBOM Poccuiickol
defepaumy 0 MECTHOM CaMOYNpPaBieHUN.

HacTosiwme TpeboBaHWsi He pacnpoCTPaHSTCS Ha TrOCYAApPCTBEHHblE MH(OPMALMOHHbIE CUCTEMbI
AgmuHucTtpauun TlMpe3mgeHta Poccuitickoin depepaunn, CoBeTa besonacHocTn Poccuiickoin  deapepaumu,
depepanbHoro Cobpanus Poccuitickon depepaumnu, MNpaButensctBa Poccuiickoin depepaumm, KOHCTUTYLMOHHOIO
Cypa Poccuiickoin ®epepaumun, BepxosHoro Cyga Poccuiickon ®epepaunmn n degepanbHoli cnyxobl 6€30nacHOCTH
Poccuiickoin depepaumn.

(B pepq. Mpukaza PCTIK Poccum ot 15.02.2017 N 27)

4. Hactoswume TpeboBaHua npefHasHayeHbl A8 obnagateneli MHOPMaLMKM, 3aKa3uyuKoB, 3ak/IHUUBLLNX
rOCYAapCTBEHHbIA KOHTPaKT Ha co3faHve rocyfapCTBEHHON MH(OPMAaLVOHHON cuctembl (fasnee - 3akasuuku) v
oneparopoB rocyAapCTBEHHbIX MHPOPMALIMOHHbIX CUCTEM (fasiee - ornepaTopsbl).

Jlnuo, obpabaTbiBatowee NHOPMALMIO, AB/ISIOLLYIOCS FOCYAAaPCTBEHHbIM MHDOPMAaLNOHHBIM pPecypcoMm, no
nopyvyeHutio obnagarens uHgopmauun (3akasuuka) wnaum onepatopa v (Man) nNpefocTaBnsloliee MM
BblUMC/IUTESbHbIE pPecypcbl (MOLLHOCTKN) ANA 06paboTkM MHAOPMaLMM Ha OCHOBaHWW 3ak/IHYEHHOro [0rosopa
(ganee - ynonHomouyeHHoe nuuo), obecrneuvBaeT 3aluTy MHOPMaUUU B COOTBETCTBUU C 3aKOHOAATE/IbCTBOM
Poccuiickoii degepaumm 06 nHopmaLmmn, MHHOPMALMOHHbBIX TEXHOIOTUSAX 1 O 3awmTe nHdopmaumun. B gorosope
JO/MKHa ObITb MNpegycMoTpeHa 0653aHHOCTb YMOSIHOMOYEHHOro uua obecneumBaTb 3awuTy MHGOpMaumm,
ABNSAIOLLENCA rocygapcTBEHHbIM MH(OPMAaLMOHHBIM PECYPCOM, B COOTBETCTBUM C HACTOAWMUMU TpeboBaHnsaMM.

5. TMpun o06paboTke B rOCYyAapCTBEHHOW WHMOPMAaLMOHHON cucTeMe uHGopMauuKn, cogepxallen
nepcoHaNbHble [aHHble, HacToswue TpeboBaHUA MNPUMEHAIOTCA Hapsgy C  TpeboBaHWsAMM K - 3awure
NnepcoHasIbHbIX AaHHbLIX MPU UX 06paboTKe B UH(POPMALMOHHBLIX CUCTEMAX NEPCOHA/TbHbIX AaHHbIX, YTBEPXAEHHbIX
noctaHoBneHvem [paBuTensctBa Poccuiickon ®epepauum oT 1 Hos6pa 2012 r. N 1119 (CobpaHue
3akoHoparenbcTBa Poccuiickoin degepaumm, 2012, N 45, cT. 6257).

6. Mo peweHnto obnagatens uHdopmaumn (3akasuvka) UanM oneparopa HacToswme TpeboBaHUS MOryT
NPUMEHATLCS A5 3aLMTbl MHhOPMaL MK, COAEPXALLEACS B HErOCyAapCTBEHHbIX MHIDOPMALMOHHbIX CUCTEMAX.

7. 3awuTta uwHbopmauuy, coaepxalleiica B rocy4apCTBEHHOW WHGOPMauMOoHHON cucteme (ganee -
WH(popMaLmoHHaa cuctema), obecneumBaeTcs nyTem BbINOSIHEHUA obnagarenem nHgopmMaumm (3aKkasyunkom) u
(unn) onepaTtopoMm TpeboOBaHWA K OpraHuM3auMu 3awmTbl MHOPMaLMK, codepxalleiica B WMHAOPMALMOHHOW
cucteme, 1 TpeboBaHWil K Mepam 3awuTbl MHOPMaLMK, cogepXalleiics B MHOPMaLMOHHOR cucteme.

Il. Tpe6oBaHUA K OpraHM3auumn 3awmTbl MHOpMaLUW,
cogepxaueiica B MHOOpMaLMOHHOW cucteme



8. B wuHdoOpmMauMoHHOW cucTeme o6bekTamy 3aliuTbl ABASOTCA MHpopMauus, cogepxallascs B
MHOPMALMOHHOW CUCTEME, TEXHUYECKNE CPeacTBa (B TOM YiC/e CPeACTBa BbIUUCAUTENbHOW TEXHUKU, MaLLUNHHbIE
HOCUTENIM MHGpopMaLMK, CPeAcTBa U CUCTEMbI CBSI3W M Nepefayn JaHHbIX, TEXHUYECKUE CpeacTBa 06paboTku
OYyKBEHHO-LUMAIPOBOW, rpadnyeckoli, BUOEO- W pedvyeBolri MHGopmauumun), oblecucTtemMHoe, NpPUKIaLHOE,
cneumanbHoe nporpaMMHoe ob6ecneveHne, WHOPMALUMOHHbIE TEXHOMOTMM, a Takke CpeAcTBa  3aluThl
NHdpopmauun.

9. ina obecneyeHuns 3awmTbl MHGOPMaLUMK, cogepXalleiica B MHOPMaLMOHHOW cucTeMe, OnepaTtopom
Ha3HauaeTCA CTPYKTypHOe noApasfefieHne WnuM [OS/HKHOCTHOe J/imuo (paboTHMK), OTBETCTBEHHble 3a 3aluTy
WHhopmauuu.

10. Ansa npoBeAeHnst paboT Mo 3awmte MHdopMaLun B Xo[4e Co3fdaHus 1 akcnayataumm nHgopmMaLlMoHHOW
cuctembl obnagatenem uHdopmMaumm (3akasvymMkom) M OnepatopoM B COOTBETCTBMM C 3aKOHOAATENbCTBOM
Poccuiickoin depepaummn npyu HeOOXOAVMOCTW NPUBEKAIOTCA OpraHn3auun, UMetoLLMe JIMUEH3NI0 Ha AeATeNbHOCTb
Mo TEXHWYECKOM 3alimTe KOHUAEHUNaIbHOW nHopMaL M B COOTBETCTBUN ¢ PefepasibHbIM 3aKOHOM OT 4 Mas
2011 r. N 99-®3 "O nuMUeH3UpOoBaHUM OTAENbHLIX BUAOB AeATenbHocTU" (CobpaHne 3akoHodaTeNbCTBa
Poccuiickon degepaumn, 2011, N 19, cT. 2716; N 30, cT. 4590; N 43, cT. 5971; N 48, cT. 6728; 2012, N 26, cT. 3446;
N 31, ct. 4322; 2013, N 9, cT. 874).

11. Ana obecnevyeHns 3awmTbl MHOPMaLMK, COAepXalencs B MHPOPMALMOHHOM cucteme, NPUMEHSIOTCA
cpeacTBa 3aWuTbl MHpOpMaLMK, nNpoLuellne OLeHKY COOTBETCTBUSA B dpopme obsi3zaTesibHOW cepTudmkaumm Ha
COOTBETCTBNE TpeboBaHMAM N0 6e30MacHOCTM MHhopMaumm B COOTBETCTBUN CO CTaTbel 5 deaepasibHOrO 3akoHa
oT 27 pgekabps 2002 r. N 184-d3 "O TexHuueckom perynumpoBaHun” (CobpaHue 3akoHogatenbcTBa Poccuiickom
depepaunn, 2002, N 52, ct. 5140; 2007, N 19, cT. 2293; N 49, cT. 6070; 2008, N 30, cT. 3616; 2009, N 29, CT. 3626;
N 48, cT. 5711; 2010, N 1, cT. 6; 2011, N 30, cT. 4603; N 49, cT1. 7025; N 50, cT. 7351; 2012, N 31, cT. 4322; 2012, N
50, cT. 6959).

12. 3awuta MHbopmauun, cogepxalieincsd B UHGOPMALMOHHONW CUCTEME, SIBSIETCSA COCTABHOW 4acTbio
paboT No co3gaHuIo 1 3KCnyaTaumMm MHPOPMALIMOHHON cUCTEMbI U 06ecnednBaeTca Ha BCeX CTagusix (atanax) ee
CO3[aHuns, B X0A4€e 3KcrnyaTauun U BbIBOAA M3 3KCMayaTaumn nyTem MPUHATUS OpraHn3aunoHHbIX Y TEXHUYECKMX
Mep 3aWuTbl MHAOPMaUUK, HanpaBieHHbIX Ha 6510kupoBaHue (HelTpanusauu) Yrpo3 6e3onacHoCTU
WHpopMaunum B  MHGOPMALMOHHOW CcuUCTEME, B pamKkax CcucTembl (nogcucTembl) 3awmTbl UHGOpMauum
WHOPMaLMOHHOM cucTeMsbl (fanee - cuctema 3awmTbl MHopMaum MHPOPMAaLNOHHOW CUCTEMBI).

(B pepq. Mpukaza ®CTIK Poccum ot 15.02.2017 N 27)

OpraH13aumnoHHbIe 1 TEXHUYECKUEe Mepbl 3alluTbl MHpopMaLun, peanusyemble B paMKax CUCTEMbI 3aluUThbl
WHopMauM MHPOPMALMOHHOW CUCTEMBI, B 3aBUCMMOCTM OT MHGIOPpMaLMK, coagepxalleiicsa B MHOOPMaLMOHHON
cucteme, ueneli cosgaHus MHPOPMaLMOHHOW CMCTEMbI U 3a4a4, pellaemMbiX 3TON MHOPMALVOHHON CUCTEMONA,
JOMKHBI ObITb HaMpaB/eHbl HA UCK/TIOYEHNE:

HenpaBOMEpPHbIX  [OCTYNa, KONMPOBaHWsA, MNPeAoCTaB/eHUss WAW  pacrnpocTpaHeHuss  MHdopmalmn
(obecneyeHune KOHMAEHUMANBHOCTU MHhopMaLun);

HEeNpPaBOMEPHbIX YHUUYTOXEHMS WK MogudmumpoBaHmss  MHopmauun  (obecnedveHne  LeIoCTHOCTU
NHpopmaunn);

HenpasomepHOro 6nokMpoBaHns Hopmauun (obecneyeHve JOCTYNHOCTU MHGHOPMALIAN).

13. [nsa obecrnevyeHns 3awWuTbl UHOPMALIMKN, CcoAepXalleiicss B MH(OPMALMOHHOW cucTeme, NPoBOAATCS
criefytowe MeponpusiTus:

chopmMmrpoBaHme TPebOBaHWI K 3aLLMTe MHOpMaLUK, coaepxatlencs B MHOPMaLIMOHHOM CUCTEME;
pa3paboTka CMCTEMbI 3aLLMTbl MHGYOPMaLMKN MHCPOPMALMOHHON CUCTEMBI;
BHEApEHNEe CUCTEMbI 3aLLMTbl MHhopMaUM NHGHOPMALMOHHON CUCTEMBI;

aTTectauus MHPOPMALMOHHOM CUCTEMbI MO TPeGOBaHUAM 3alyTbl MHGOpMauuy (dasiee - aTTecTauus
MHDOPMAaLMOHHOW CUCTEMBI) 11 BBOZ, €€ B AelCTBUE;

obecneyeHne 3almTbl MHhopMaL MM B Xo4e aKcnayaTauum artTeCToBaHHON MHDOPMaLMOHHON CUCTEMBI,



obecneyeHune 3alnThbl |/|H¢)op|v|au,|/||/| npn BbiBOAE W3 3KCnyatayum aTTecToBaHHOM I/IHqJOpMaU'I/IOHHOﬁ
CUCTEeMbI W Nocne NpuUHATUA peleHna 06 OKOHYaHuUU O6pa60TKI/I VIHCpOpMaLI.I/II/I.

dopmMupoBaHMe TPeGOBaHWI K 3awmTe nHhopmauumn, cogepxaleiics
B MH)OPMaLMOHHOIA cucTeme

14. dopmupoBaHne TpeboBaHWl K 3awWwmuTe MHAOpMaLuK, coaepxallencsa B MHOPMaLMOHHON cucteme,
ocyllecTBnsieTcsl obnagarenem nHgopmaumm (3akasvmkom).

dopmMmpoBaHne TpeboBaHUA K 3awuTte WHOpMauMKU, coaepxalleics B WHGOPMALMOHHON CcuUCTeMe,
ocyulectensietca ¢ ydyetom MOCT P 51583 "3awmrta mnHthbopmaumu. Mopsgok co3gaHus aBTOMaru3vpoBaHHbIX
CUCTEM B 3aliuULLIEHHOM uUcnofHeHun. O6wme nonoxexus" (nanee - FTOCT P 51583) n NOCT P 51624 "3awwuTta
nHcopmaumm. ABTOMaTU3MPOBaHHbIE CUCTEMbI B 3aLUULLEHHOM UcnosiHeHnn. Obwue TpebosaHus" (ganee - FOCT
P 51624) n B TOM 4Yn1C/ie BK/HOYAET:

MPUHATME peLleHnst 0 He0BX0AMMOCTY 3aLLMTbI MHdQIOPMaLUK, coepXalllelics B UHPOPMAaLMOHHO CUCTEME;

knaccudpmkaumio  MHPOPMaLMOHHOM cuctembl NO  TpeboBaHMsAM  3awutbl  MHopmauun  (ganee -
knaccucpvkaunss HOOPMaLNOHHOW CUCTEMBI);

onpegeneHne yrpos 6e3onacHoCTU MHOPMaLuK, peannsaumst KOTOPbIX MOXET NPUBECTM K HapyLUEHUIo
6e3onacHOCTM MHOpMauum B WHAOPMALMOHHOW cucTeme, M pa3paboTky Ha WX OCHOBE MOZAENU Yrpos3
6e30nacHOCTU nHdopmaLmm,;

onpegeneHue TpeboBaHuii K cuctemMe 3auTbl MHhopMaLM MHPOPMaLMOHHOW CUCTEMbI.

14.1. Mpu TNpPUHSTAM peLLeHNss O HeoBXoAMMOCTU  3allMThl  MHpopMaumu, cogepxalleiics B
MHPOPMALIMOHHO cUcTeME, OCYLLEECTBAETCS:

aHanu3 Ueneit cosgaHus WHGOPMALMOHHOW CUCTEMbI W 3ajady, pellaembiX 3ToW MH(OPMaLVOHHO
CUCTEMOW;

onpegeneHne nHpopmaumm, nogaexallein 06paboTke B MHPOPMALMOHHON CUCTEME;

aHa/IN3 HOPMAaTMBHbIX NMPaBOBbIX aKTOB, METOANYECKNX OOKYMEHTOB N HaUuMOHa/IbHbIX CTaHA4apTOB, KOTOPbIM
AO0J/DKHa COOTBETCTBOBATb I/IHCIJOpMaLI,I/IOHHaFl cucrtema,

NPUHATUE PELUEHMS O HeobXoAMMOCTM CO3[4aHMs CUCTEMbI 3alWuTbl MHOpPMaUMM MHGOPMALMOHHOMN
CUCTEMbI, & Takke onpefeneHue Lenei u 3agady 3awmutbl MHQopMauumM B MHCHOPMAaLMOHHO CUCTEME, OCHOBHbIX
3TanoB CO34aHWs CUCTEMbl 3alWTbl MHOPMAaLMN MHAOPMALMOHHOW cUCTEMbI M QOYHKUMI NO 06GecneyvyeHuno
3aWwmTbl MHhopmaLun, cogepxalleiica B MHAOPMaUMOHHOW cucTeme, obnagatens uHdopmaumm (3akasuvka),
oneparopa ¥ YNosIHOMOYEHHbIX /1L,

14.2. Knaccudmkaumss MHPOPMALMOHHONW CUCTEMbI MPOBOAMTCA B 3aBMCMMOCTM  OT  3HAYMMOCTM
obpabaTtbiBaemMoil B Heli MHghopmMauumn 1 Maclutaba MHOopMaLUMOHHON cucTeMbl (heaepasibHblii, perMoHabHbIM,
0OBbEKTOBbIN).

YcTaHaBnNMBalTCA TPy Kaacca 3aluleHHOCTM WH(OPMAaLUOHHONW CUCTEMbI, OMpeaensiowme ypoBHM
3alMLLEHHOCTM codepxallelica B Heli uHdopmaumm. Camblii HA3KWIA Knacc - TPeTuid, camblil BbICOKWI - NEPBBIA.
Knacc 3awmuieHHocTr MHAOPMAaUMOHHON cucTemMbl Onpefensetca B COOTBETCTBUMM C npunoxeHnem N 1 K
HacToswmM TpeboBaHUsIM.

(B pegs. Mpukasza PCTIK Poccuum ot 15.02.2017 N 27)

Knacc 3awmiieHHoCcTV onpegenserca Ans MHpopmaLMoHHOW CUCTEMbBI B LLE/IOM U, NPY HEOBX04MMOCTH, A5
ee OTAeNbHbIX CerMeHTOB (COCTaBHbIX YacTeit). TpeboBaHWe K K1accy 3aliMLLEeHHOCTY BK/IIOYAETCS B TEXHUYECKOe
3ajaHne Ha cosgaHne MHPOPMAaLMOHHON cucTembl U (UN) TEXHNYECKOE 3adaHue (YacTHOe TeEXHMYecKoe 3ajaHue)
Ha co3faHne CUCTEeMbl 3aluTbl MHOPMALMN MHOPMALMOHHOM cucTeMbl, paspabaTbiBaemble ¢ yyeTom FOCT
34.602 "MHdopMauuoHHasa TexHomorusa. KoMmnnekc ctaHgapTtoB Ha aBTOMaTu3vMpoBaHHble CUCTEMbI. TeXHUYeCcKoe
3afaHne Ha co3gaHre aBToMaTu3npoBaHHol cuctemsl” (ganee - FOCT 34.602), FOCT P 51583 1 TOCT P 51624.

Knacc 3awuueHHoOCTM MHAOPMALUMOHHOW CUCTEMbI NOAMIEXUT MEPECcMOTPY MpU M3MEHEHMU MacliTaba
WMHOPMALMOHHO CUCTEMbI UM 3HAYMMOCTU 06pabaTbiBAaEMON B HEl MHCpopMaLnn.



Pe3ynbTathbl kKnaccudukaumm MHPOPMAaLMOHHOK cUCTEMbI OCPOPM/ISIIOTCS aKTOM Kiaccuddnkaumu.

Knacc 3awmeHHOCTN MHDOPMAaLMOHHON cucTeMbI, DYHKUMOHMPOBaHME KOTOPOI npeAnonaraetcsl Ha 6ase
WHOPMaLMOHHO-TENEKOMMYHUKALMOHHOK MHAIPACTPYKTYPbl LEHTpa 06paboTkM AaHHbIX, <1> He A0/XeH ObITb
Bbllle Knacca 3aWMLWEeHHOCTU WH(OPMAaLMOHHO-TENEKOMMYHUKALMOHHON MHAPACTPYKTYpbl LEeHTpa 06paboTkM
JaHHbIX.

(ab3ay, BBegeH lMpukazom ®CTIK Poccum ot 28.05.2019 N 106)

<1> TMlyHKkT 5.3 MeToamMyecknx ykasaHWin MO0 OCYLIECTBAEHMIO Yy4yeTa WHGOPMALMOHHbIX CUCTEM W
KOMMOHEHTOB  MHA)OPMALMOHHO-TENEKOMMYHUKAUMOHHON  MHADPACTPYKTYPbl,  YTBEPXAEHHLIX  MPUKa3oM
MuHkomeBasn Poccum or 31 mMaa 2013 r. N 127 (3apeructpupoBaH MuHiocToM Poccun 5 Hosbpsa 2013 r.,
permctpaumoHHbiii N 30318), ¢ y4ETOM U3MEHEHUIA, BHECEHHbIX NPUKa3oM MuHKoMcBA3M Poccum oT 15 nioHsa 2016
r. N 266 (3apeructpuposaH MuHiocTom Poccumn 14 uons 2016 r., pernctpaunoHHbii N 42853).

(cHocka BBefeHa Mpukasom ®CTIK Poccum ot 28.05.2019 N 106)

14.3. Yrpo3bl 6e30MacHOCTU WHOpMaUMM ONpedenstTca No  pesysbrataM  OLEHKM BO3MOXHOCTEN
(noTeHuMana) BHELWHUX W BHYTPEHHWUX HapyluMTenei, aHamsa BO3MOXHbIX YS3BMMOCTEl WHOPMaLMOHHOA
CMCTEMbI, BO3MOXHbIX CMOCO60B peannsauun yrpo3 6e3onacHocT MHdopmaumMm n nocneacTBMii OT HapyLleHUs
CBOICTB 6e30nacHOCTN MHhopMaumn (KOHOMAEHUMATbHOCTH, LLe/TIOCTHOCTH, AOCTYNHOCTH).

(B peq. Mpukasza PCTIK Poccun ot 15.02.2017 N 27)

B kauyecTBe MCXOAHbIX OaHHbIX ONA onpefeneHus yrpo3 6e30nacHoOCTM MHopmauuy MUcnosb3yeTca 6aHK
JaHHbIX yrpo3 6e3onacHocTu uHdpopmauum (bdu.fstec.ru), BegeHue kotoporo ocyulectsnsercd ®CTIK Poccun B
COOTBETCTBMM C MOAMYHKTOM 21 nyHkTa 8 MonoxeHns o ®enepasibHON cnyxbe no TEXHUYECKOMY M 3KCMOPTHOMY
KOHTPOJII0, YTBEPXAEHHOTO Yka3om lMpesngeHta Poccuiickoin Pegepauum ot 16 aBrycta 2004 r. N 1085 (CobpaHue
3akoHogarenbcTBa Poccuiickon ®epepauun, 2004, N 34, ct. 3541; 2006, N 49, ct. 5192; 2008, N 43, cT. 4921; N
47, c1. 5431; 2012, N 7, cT. 818; 2013, N 26, cT. 3314; N 53, cT. 7137; 2014, N 36, cT. 4833; N 44, cT. 6041; 2015, N
4, cT. 641; 2016, N 1, cT. 211) (ganee - 6aHK AaHHbIX Yrpo3 6e3onacHoCcTU nHdopmauun PCTIK Poccum), a Takke
WHbIE NCTOYHUKK, cogepXalune ceefeHmns 06 yasBMMOCTSAX U yrpo3ax 6e30nacHOCTM MHhopmaumn.

(ab3ay, BBegeH lMpukazom ®CTIK Poccum o1 15.02.2017 N 27)

Mpn onpegeneHnM yrpo3 6e30MacHOCTU  MHAOPMaLMN  YYMTbIBAKOTCA  CTPYKTYPHO-(YHKUMOHA/IbHbIE
XapaKTepUCTUKN UHGOPMAaLMOHHOW CUCTEMbI, BK/IHOYAKOLWME CTPYKTYPY M COCTaB WHGOPMaUMOHHOW CUCTEMbI,
hmsnyeckme, normyeckme, YHKUMOHasIbHble M TEXHO/IOTMYECKME  B3aMMOCBSI3M  MeXy CerMeHTamu
WH(OPMAUMOHHON  CUCTEMbI, C  WHbIMW  WHKOPMAUMOHHBIMK  cucTeMaMM U MHAdOPMaLMOHHO-
TENeKOMMYHUKALMOHHBIMA CETAMW, PEXMMbl 00paboTKM MHopMauMn B UHGOPMALMOHHOW cucteme U B ee
OTAENbHbIX CErMEHTax, a TaKkKe WHble XapaKTepUCTUKN WMH(OPMALMOHHOW CUCTEMbI, NPUMEHSIEMbIE
WMHOPMaLMOHHbIE TEXHOIOTMM U OCOBEHHOCTU ee (DYHKLMOHNPOBAHUS.

Mpu onpegenexHun yrpo3 6e3o0macHOCTM MHAOpMaLMn B UHAIOPMALWOHHON cucTeme, hyHKUMOHMpOBaHWe
KOTOopoli npegnonaraetca Ha 6ase NHAOPMaLMOHHO-TENEKOMMYHUKALMOHHON MHppaCcTPYKTYpbl LleHTpa 06paboTku
JaHHbIX, [OO/MKHbI Y4YMTbIBATLCA Yrpo3bl 6Ge30nacHOCTU UHdopMauuu, akTyasbHble A8 MHPOPMAaLMOHHO-
Te/IeKOMMYHUKaLNOHHOM MHAPACTPYKTYpPbl LleHTpa 06paboTkn AaHHbIX.

(a63au BBegeH MNpukasom PCTIK Poccun ot 28.05.2019 N 106)

Mo pesynsTatam onpegesneHus yrpo3 6e3onacHoOCTy MHopmauum npyu HeoGXoAMMOCTM paspabaTbiBatoTcs
pekoMeHAaUuM Mo KOPPEKTUPOBKE CTPYKTYPHO-CDYHKUMOHA/IbHBIX XapaKTePUCTMK WMHGOPMALMOHHON CUCTEMBI,
HanpaBneHHble Ha GM1oKMpoBaHKe (HeliTpanm3aymio) oTaeNbHbIX Yrpo3 6e30MacHOCTU MHhopMaLmn.

Mopgenb yrpo3 6e30nacHOCTU MHGPOpMAaLMK [0/MKHA COAEPXKATb onMcaHme UHGOPMAaLMOHHON CUCTEMbI U ee
CTPYKTYPHO-QRYHKLMOHA/IbHBIX ~ XapakTepucTMK, a Takke OnucaHue yrpo3 6e3onacHocTM  MHdopmaumu,
BK/ltOHalOLLlee OnucaHMe BO3MOXHOCTEW HapywimTenein (Mogenb HapywmTensl), BO3MOXHbIX YS3BUMOCTEN
WH(OPMALMOHHOIM CUCTEMbI, CNOCOOGOB peanu3auum yrpo3 6e3onacHOCTV MHAOPMauUn WM NOCNeACTBUIA OT
HapyLLEeHMs CBOMCTB 6e30nacHOCTH nHdopMaLmn.

[na onpegeneHusa yrpo3 6e3onacHoCcT uHdopMauuu u pas3paboTku Mogenm yrpo3 6e30nacHocTu
WHopMaLUMM NMPUMEHAIOTCA MeTOAMYECKUEe LOKYMEHTbl, pa3paboTaHHble U yTBepxAeHHble ®CTIK Poccun B
COOTBETCTBMM C MOANYHKTOM 4 MyHkTa 8 lMonoxeHus o depepanbHoii cnyxbe no TEXHUYECKOMY M 3KCMOPTHOMY
KOHTPOJIIO0, YTBEPXAEHHOTO Yka3om lMpesngeHta Poccuiickoin ®egepauum ot 16 aBrycta 2004 r. N 1085 (CobpaHue



3akoHogatenbcTBa Poccuiickon ®depepauun, 2004, N 34, cT. 3541; 2006, N 49, cT. 5192; 2008, N 43, cT. 4921; N
47, c1. 5431; 2012, N 7, cT. 818).

14.4. TpeboBaHMA K CUCTEME 3aluTbl MHAOPMaLUN MHGPOPMALMOHHOW CUCTEMbI OnNpeaensoTcs B
3aBMCUMOCTM OT K/acca 3aWMLEHHOCTM WH(OPMAUMOHHOMW CUCTEMbI M Yrpo3 6e30nacHOCTM MHGopMaLmK,
BK/IIOYEHHBIX B MOAE/b Yrpo3 6e30nacHOCTM MHhopmalmn.

Tpe6oBaHuA K cuCTEME 3alluTbl UHGOPMAaLMM MHOPMALMOHHOM CUCTEMbI BK/IHOHAKOTCA B TEXHWYECKoe
3afiaHne Ha cosgaHne MHPOPMAaLMOHHON cucTembl 1 (MUNN) TEXHNYECKOE 3adaHne (YacTHOe TeXHMYecKoe 3ajaHuve)
Ha co3faHune CUCTeMbl 3almTbl UHGOPMALMKM MHPOPMALMOHHOW cucTeMbl, pa3pabatbiBaemble ¢ ydyetom MOCT
34.602, TOCT P 51583 n TOCT P 51624, 1 A0/KHBI B TOM YNC/IE COAEPXATb:

Lenb 1 3a4a4n ob6ecneyeHuns 3auTbl MHGIoOpMaLyK B MHGOPMALMOHHOI cUCTEME;
Knacc 3alyLLIeHHOCTM MH(DOPMALIMOHHO CUCTEMBI;

nepeyeHb HOPMATUBHbIX MPABOBbIX AKTOB, METOAMYECKMX [OKYMEHTOB W HaUMOHasIbHbIX CTaHAAPTOB,
KOTOPbIM [0/KHA COOTBETCTBOBATb MHDOPMALMOHHAs CUCTEMA,;

nepeyeHb 06HLEKTOB 3aLMTbl MHPOPMALMOHHOW CUCTEMBI;
TpeboBaHMs K Mepam 1 cpeacTBam 3awmTbl MHoOpMaLMm, NPUMEHSEMbIM B MHADOPMAaLMOHHOW CUCTEME;

cTagum (3Tanbl paboT) co34aHNst CUCTEMbI 3aLLMTbl MH()OPMAaLMOHHOR CUCTEMBI;
(ab3aL, BBegeH lMpukaszom ®CTIK Poccum o1 15.02.2017 N 27)

TpeboBaHWs K NOCTaBNSEMbIM TEXHUYECKUM CpeAcTBaM, MPorpamMMHOMY 06ecneyeHmnto, cpeacTsam 3almThl
WHpopmauuu;
(ab3au, BBegeH lMpukazom ®CTIK Poccum o1 15.02.2017 N 27)

dhyHKLMK 3aKa3ymKa 1 onepaTopa no o6ecnevyeHunto 3awuTbl MHopMaLmn B MHQOPMAaLMOHHOW CUCTEME;
(ab3aL, BBegeH Mpukaszom ®CTIK Poccum o1 15.02.2017 N 27)

TpeboBaHMA K 3alluTe CpPeacTB M cuUCTeM, obecneumBaromx (YHKLUMOHMPOBaAHUE WHO(OPMALMOHHOIMA
cucTembl (0becneunsaroLein MHppacTpyKkType);
(ab3au, BBegeH lMpukazom ®CTIK Poccum ot 15.02.2017 N 27)

TpeboBaHWA K 3awWwuTe MHGOpMaLun nNpyu MHOPMaLMOHHOM B3aUMOZENCTBIMN C MHBIMW UHDOPMALVOHHLIMU
cucteMaMm U MH(OPMALMOHHO-TENTEKOMMYHUKALMOHHBIMI  CETSIMW, B TOM 4WCNE C VH(OPMALMOHHLIMM
cucTeEMamMu YMO/IHOMOYEHHOMO /fivLa, a Takke MpUu NPUMEHEHUM BbIYNC/IUTENbHBIX PECYpPcoB (MOLLHOCTEN),
npegocTaBnsieMblX YNOTHOMOYEHHBIM IMLOM AJ151 06paboTkM MHhopMaLLMK.

Mpun onpeageneHnn TpeboBaHWi K cucTemMe 3allmTbl UHOPMaLMM MHAOPMALMOHHO CUCTEMbI YUNTbIBAKOTCS
NnosIoXeHns MONUTUK obecneyeHnst MHopMaLMOHHOW Ge3onacHocTM obnagartens uHdopmaumm (3akasumka), a
TaKke NosMTUK obecneveHnss MHPOPMaLMOHHOM 6e30MacHOCTY onepaTopa M YyNo/IHOMOYEHHOTO /iMua B YacTu, He
npoTyBOpeYalleii nonMTuKam obnaaarens uHopmaumn (3akasdvka).

(B peg. Mpukasza PCTIK Poccuum ot 15.02.2017 N 27)

B cnyyae co3gaHnsa MHOpPMaUMOHHOM cUCTEMbI, YHKLUMOHMPOBaHME KOTOPON npegnonaraeTcs Ha 6ase
WHPOPMALMOHHO-TENEKOMMYHUKAUMOHHOM  MHADPACTPYKTYpbl LEHTpa 00paboTkM  AaHHbIX, [A0MOSHUTENbHO
onpegenswTca TpeboBaHMA NO 3aWuTe WHQOpMauuW, nognexawme peanusaumm B MHKOPMaLUOHHO-
TeNIeKOMMYHMKaLMOHHOW MHppacTpYKType LeHTpa 06paboTkn AaHHbIX.

(ab3ay, BBegeH lMpukazom ®CTIK Poccum ot 28.05.2019 N 106)

Pa3pa6oTka cucTeMbl 3aWmTbl UHOPMaLUN MH(POPMALMOHHON CUCTEMbI

15. Pa3paboTka cuctembl 3awWuTbl MHGOPMaLUUM MHAOPMALMOHHOW CMCTEMbI OpraHu3yeTcs obnagartenem
UHopmaunn (3aKasumkom).

Pa3paboTka CUCTEMbI 3aLLMTbI MHGIOPMALMI UHZDOPMALIMOHHOM CUCTEMbI OCYLLIECTBISIETCA B COOTBETCTBUM C
TEXHUYECKMM 3a[aHNeM Ha cosfjaHue WH(OPMALMOHHON CUCTEMbI U (MNM) TEXHUYECKUM 3afaHuem (4acTHbIM
TEXHUYECKMM 3a[aHNEeM) Ha CO3AaHue CUCTEMbl 3allnThbl MHAOPMAaLMK MHIOPMALIMOHHOW CUCTEMbI C YYETOM



MOCT 34.601 "WNHcbopmaumoHHasa TexHosorusa. Komniekc cTaHgapToB Ha aBTOMaTu3MpOBaHHble CUCTEMBI.
ABTOMaTM3MpPOBaHHbIE cucTeMbl. CTaann co3gaHusa” (ganee - FOCT 34.601), TOCT P 51583 u NOCT P 51624 n B
TOM YMC/Ie BK/THOYAET:

NPOEKTUPOBaHME CUCTEMbI 3aLLUTbI MHpOPMaLN NHOPMALMOHHON CUCTEMBI;

paspaboTKy 3KChyaTauMoHHON [OKYMEHTaLyMM Ha CUCTEMY 3aliuThl MHAOPMaUMU UHOPMaLMOHHO
CUCTEMBI;

MakeTMpoBaHMe W TEeCTUPOBaHWE CUCTEMbI 3aluTbl MHAOPMaLUN MHGOPMALMOHHON cucTembl (nNpwu
HEeobXoAMMOCTN).

Cuctema 3awutbl MHoOpMaLUU MHADOPMALIMOHHON CUCTEMbI HE AO0/MKHA MPENsATCTBOBATb AOCTXEHUIO
Leneit cozaaHnsa MHOPMALMOHHO CUCTEMbI U ee (PYHKLMOHNPOBAHNIO.

Mpn paspaboTke CUCTEMbI 3aWMTbl WHGOPMALUN  WH(OPMALMOHHONW CUCTEMbI Y4YMTbIBAETCA ee
WH(pOpMaUMOHHOE  B3aMMOAECTBME C  WMHbIMM  UH(POPMAUMOHHbIMKM  cucTeMaMn UK MHKOPMaLMOHHO-
TEeKOMMYHUKALNOHHBIMA CETSIMU, B TOM 4YMC/ie C MHHOPMALMOHHBLIMWU CUCTEMaMK YNOJTHOMOYEHHOTO Nuua, a
Takke MPUMEHEHNE BbIYUCANUTENBHBIX PECYpcoB (MOLLIHOCTEN), NpeaocTaBseMbiX YNO/THOMOYEHHbIM NIMLUOM A/
06paboTkM HhopMaLnK.

15.1. Mpwn NPOEKTMPOBaHNM CUCTEMbI 3aLLUTbI MHAOPMAaLMN NHPOPMALMOHHO CUCTEMBI:

onpefensoTcs TUMbl CyGLEKTOB AocTyna (Mosib30BaTesnn, NPOLECChl U MHble CyObeKTbl 0CTyNa) U 0GLEKTOB
[lOCTyNa, SABAAIOWMXCA 0GbekTaMu 3awuTbl (YCTpoicTBa, 06bLEKTbI (DAIOBOM CUCTEMbI, 3anyckaemble U
UcrnosiHsemMble MoAynu, 0GbeKTbl CUCTEMbI yNpaBneHus 6asaMu AaHHbIX, 0GbEKTbI, CO3A4aBaeMble MpUKIaAHbIM
nporpaMMHbIM 06ecneYeHeM, VHblE 0GBEKTLI AOCTYNA);

onpeaensitoTca MeToAbl yNpas/ieHns AOCTYNOM (ANCKPELNOHHBIN, MaHAATHbIA, PONEBO WIN UHblE METOZbI),
TUNbl JOCTyna (4YTeHWe, 3anucb, BbIMNOSIHEHWE WM MHble TUMbl AOCTyMNa) WM MpaBuia pasrpaHMyeHnss goctyna
CyObEKTOB A0CTyna K 06bektam AocTyna (Ha OCHOBE CMMUCKOB, METOK 6e30MacHOCTMW, pofieii U WHbIX npaBun),
nognexaiime peanmsauumn B MHPOPMaLNOHHOW CUCTEME;

BbIGMPAKOTCA Mepbl 3aluThl MHOPMaLMK, MOAMEXALLME pean3auum B CUCTEME 3alUuMTbl MHAOPMAaLMK
MHPOPMAaLOHHOW CUCTEMBI;

onpeaensitoTcs BUAbI U TUMbl CPEACTB 3alMTbl MHOpMaLUK, obecreurBatoLiMe peasnsalnio TEXHUYECKNX
Mep 3almTbl MHdYopMaLmK;

onpeaendaeTtca CTpyktypa CUCTEMbI 3aliuUTbl I/IHC*)OpMaLI.I/II/I I/IHdI)OpMaLI.I/IOHHOI7I CuUCTeMbl, BK/llOHasA COCTaB
(KOJ'II/I‘-IGCTBO) N MecCTa pasMelleHna ee 3/IeMeHTOB;

ocylulecTBnsieTca BbIGOP CpPeAcTB  3aliuTbl  MHGOpPMauuMM, CepPTURINLMPOBAHHLIX Ha COOTBETCTBUE
TpeboBaHMsIM MO 6e30MacHOCTM MHA)OPMaLUKN, C YH4ETOM MX CTOMMOCTW, COBMECTUMOCTU C MHGOPMALMOHHbIMA
TEXHOMOTUSAMW U TEXHWYECKMMW CcpeacTBamu, (YHKUMIA 6Ge30MacHOCTU 3TUX CPeAcTB M 0COBEHHOCTel Uux
peanusauumn, a Takxe knacca 3aueHHOCTM UHGOPMaLMOHHOWN CUCTEMBI;

onpeaensitoTca TpeboBaHUs K napamMeTpaM HacTPOKK NporpaMMHOro obecrneyeHmns, BKoUYas NporpammHoe
obecneyeHne cpeacTB 3awmTbl MHGOPMaLMK, obecneynBatoLne peasm3aunio Mep 3awmTbl MHGIOpMaLMK, a Takke
yCTpaHeHWE BO3MOXHbIX YA3BUMOCTEA WMH(POPMALMOHHOA CUCTEMbI, MNPUBOASLIMX K BO3HMKHOBEHWHO Yrpo3
6e30nacHOCTM MHAopMaLnK;
(B peq. Mpukasza PCTIK Poccuum ot 15.02.2017 N 27)

onpefensTcs Mepbl  3aWWTbl  MHOPMaUMM NPV MHAIOPMALUMOHHOM  B3aMMOAENCTBUM C  WHbIMU
MH(POPMALMOHHLIMU  CUCTEMaMKU 1 MHPOPMALMOHHO-TENEKOMMYHUKALMOHHBIMW  CETAMW, B TOM 4uc/le C
MHPOPMALVOHHLIMU CUCTEMaMM YOJTHOMOYEHHOTO /LA, a TaKKe MNPV NMPUMEHEHWUU BbIYUC/TUTESBHBIX PECYPCOB
(MoLLHOCTe), NpeaoCcTaBsiEMbIX YNOTHOMOUYEHHBIM JIMLOM A/151 06paboTKM NHhopMaLMK.

Pesynsrarbl NPOEKTUPOBaHMA CUCTEMbI 3aluTbl MHOPMaLUM MH(POPMALMOHHOW CUCTEMbI OTPaXKalTCHA B
NPOEKTHON AOKYMEHTauun (3CKU3HOM (TeXHMYecKoMm) npoekte u (M) B paboyein AoKyMeHTauun) Ha
MHDOPMaLIMOHHYI0 cucTeMy (CUCTEMY 3allMTbl MHopMaLUU UHADOPMAaLMOHHOW CUCTEMBI), paspabaTbiBaeMbIX C
yuyetom MOCT 34.201 "HhopmaumoHHasa TexHonorus. Komnaeke ctaHgapToB Ha aBTOMaTU3NPOBaHHbLIE CUCTEMbI.



Buabl, KOMNNEKTHOCTbL N 0603HAYEHNEe JOKYMEHTOB NPY CO34aHMU aBTOMaTU3MpPOBaHHbLIX cuctem” (gasiee - FOCT
34.201).

MpoekTHas AOKyMeHTauus Ha WH(OpPMaUMOHHYK cucTeMy U (Unn) ee cuctemy 3aluTbl UHOpMaLun
nog/iexar COornacoBaHU0 C OnepaTopoM MHOPMALMOHHOW CUCTEMbI B Cllydae, ec/ii OH OnpegesieH TakoBbIM B
COOTBETCTBUM C 3aKoHOA4ATENbLCTBOM Poccuiickoii ®epepauny K MOMEHTY OKOHYaHMS NMPOEKTUPOBAHWS CUCTEMbI
3alMTbl MHpopMaLMX MHOPMALMOHHOW CUCTEMbI M He SBASIETCA 3aKa3yMKOM [aHHOW WHAOopMaLMOHHOM
CUCTEMBI.

Mpu OTCYTCTBUM HEOGXOAUMBIX CPEACTB 3alMTbl MHGIOPMaLMK, CEePTURUUMPOBAHHLIX Ha COOTBETCTBUE
TpeboBaHMAM NO 6Ge30nNacHOCTM MHopMauun, opraHu3yeTcs paspaboTka ({opaboTka) CpeacTB  3aluThbl
WHpopMaumm u ux ceptudpmkaums B COOTBETCTBMM C 3akoHogaTenbCTBOM Poccuiickoin degepaumm unm
Npon3BOANTCSA KOPPEKTUPOBKA NPOEKTHbIX peLleHuid No MHA)OPMALMOHHOK cucteme n (MNKn) ee cucteme 3alluThbl
MHGOpPMaUMM C YY4ETOM (PYHKLMOHAbHBIX BO3MOXHOCTEN MMERLWMUXCS cepTUULMPOBAHHbIX CPEACTB 3alluTbl
WHpopmauun.

Mpn NPOEKTMPOBaHUM CUCTEMbI 3aLUTbl UHGOPMALUMM MHOPMALMOHHOW CUCTEMbI, (DYHKUMOHUPOBaHME
KOTopoii npegnonaraetcsi Ha 6ase MHOPMaLMOHHO-TENEKOMMYHUKALMOHHON MHAppaCcTPyKTYpbl LeHTpa 06paboTku
[JaHHbIX, AN G/10KMPOBaHMS akTyasibHbIX Yrpo3 6e30nacHOCTM MHopMauuy MoryT ObiTb MPUMEHEHbI Mepbl
3aWwmTbl  MHbopMauun, peanusyemble B UHEOPMALMOHHO-TETEKOMMYHUKALMOHHON MHppacTpykType LeHTpa
06paboTKM AaHHbIX.

(ab3au, BBeaeH lMpukazom GCTIK Poccum ot 28.05.2019 N 106)

15.2. Pa3pa6oTka aKchyaTayMoHHO! [OKYMEHTALUUM Ha CMCTEMY 3alyTbl MH(OPMAaLMKU UHADOPMALIMOHHOW
CUCTEMbI OCYLLLECTB/ISIETCS B COOTBETCTBMM C TEXHUYECKMM 33jaHWEM Ha CO3faHue MH(OPMALMOHHON CUCTEMBI 1
(Mnn) TEXHUYECKMM 3aAaHMEM (YacTHbIM TEXHUYECKUM 3afaHMeM) Ha CO3A4aHVEe CUCTEMbI 3aluThl MHhopMaLmm
VHPOPMAaLVOHHOW CUCTEMBI.

JkcnnyataumMoHHas [AOKYyMEHTauus Ha CuUCTeMy 3aliuTbl WHopmauuv UHGOPMAULMOHHOW CUCTEMbI
paspabatbiBaetcsl ¢ yyetom FOCT 34.601, TOCT 34.201 n TOCT P 51624 v gomkHa B TOM 4ucne cogepxatb
onucaHue:

CTPYKTYpPb! CUCTEMbI 3aLLMTbI UHPOPMALMU MHOPMALMOHHON CUCTEMBI;

cocTaBa, MeCT YCTaHOBKM, MapamMeTpoB W Mopsiaka HaCTPOMKM CpeacTB  3awWuTbl  MHAOpMauuu,
NporpaMMHOro obecneyeHnst U TEXHUYECKNX CPEACTB;

npasui akcnnayartaynn CMCTemMbl 3allinThbl I/IH(]bOpMaLI.I/II/I I/IHdJOpMElLI,I/IOHHOVI CUCTEMBI.

15.3. MNMpn MaKeETUPOBaAHUN M TECTMPOBAHMM CUCTEMbI 3aLUMTbl MHOPMALNN MHPOPMALIMOHHOK CUCTEMbI B
TOM YUC/Ie OCYLLLECTB/IAOTCA:

npoBepka paboTOCMOCOGHOCTM W COBMECTUMOCTU BbIGPaHHbIX CPEACTB  3aluThl  MHopMaumMn C
VHOPMALIMOHHBIMU TEXHOMOTUSAMU 1 TEXHUUYECKMMU CPeaCcTBaMMU;

npoBepKa BbINO/THEHUS BblIOPaHHLIMK CPeACTBaMM 3allnTbl MHOpMaUMM TpeboBaHUn K CUCTEME 3aliuUTbl
NHpopmaunm NHHPOPMaLMOHHON CUCTEMBI;

KOPPEKTUPOBKA MPOEKTHBLIX PELLEHNI, pa3paboTaHHbIX MpY CO34aHUM MHPOPMALMOHHON cucTembl u (M)
CUCTEMBI 3aWMTLI MH(OPMaLMK NHDOPMALMOHHOW CUCTEMBI;

ab63aL, ucknrYeH. - Mpukas PCTIK Poccum oT 15.02.2017 N 27.

MakeTpoBaHue CUCTEMbI 3allnThI I/IHqJOpMaU'I/II/I I/IH(*)OpMElLI.I/IOHHOVI CUCTEMbI N ee TeCTunpoBaHne MOXET
npoBoANTLCA B TOM 4HMUcC/ie C UCnosib3oBaHNEM CpeacTts U MeETOAOB MOAENTMPOBaHNA I/IHC*)OpMaLI.I/IOHHbIX CUCTEM U
TEXHONOTN BUpTyanimsaynn.

BHeApeHue cucTeMbl 3alMTbl MHOpMaLUN MHPOPMALIMOHHON CUCTEMBI

16. BHegpeHne cuUcTembl 3aliMTbl MHOPMaLUM MHOPMALMOHHOM CUCTEMbI OpraHu3yeTcsi obnagaTenem
NHpopmaunn (3aKasunkom).



BHeapeHue cucTeMbl 3aLyThbl MHPOPMALMN MH(DOPMALIMOHHO CUCTEMBI OCYLLEECTB/ISIETCA B COOTBETCTBUN C
MPOEKTHOI 1 3KCN/yaTalyoOHHON AOKYMEHTaLUMel Ha CUCTEMY 3aLUMTbl MHChopMaLyn MH(OPMALMOHHO CUCTEMBI 1
B TOM YuMC/IE BK/IOYAET:

YCTaHOBKY M HACTPOKY CpeAcTB 3almTbl MHOpMaumn B UHOPMaLUMOHHOR CUCTEME;

paspaboTKy AO0KYMEHTOB, OMpeaensowyx npaBuia M npouemypbl, peann3yemMble OnepaTopoM [AJis
obecneyeHns 3almTbl MHOpMauUM B MHDOPMAUMOHHOM CUCTeMe B XOAe €e 3KCmiyatauuu (ganee -
OpraHM3aLMoHHO-pacnopsAnuTesbHblE AOKYMEHTbI No 3aliuTe UHOoPMAaLINY);

BHeApeHVe OpraHn3auUMoHHbIX Mep 3alyTbl MHhopMaLmu;
npeasapuTesibHbIe UCMbITaHNS CUCTEMbI 3aLUTbLI MHGYOPMAaLM MHAOPMALIMOHHON CUCTEMBI,
OMbITHYHO 3KCMN/TyaTaLmMio CUCTEMbI 3aLUTbLI MHGYOPMAaLK MHAOPMALIMOHHON CUCTEMBI;

aHa/M3 yA3BUMMOCTEl WMHJIOPMALMOHHOM CUCTEMbI M MPUHATME Mep 3aluTbl MHOpMauMu Mo X
YCTPaHEHWUIO;

MPVEMOYHbIE UCTMBITAHUSI CUCTEMbI 3aLLMTbI MHPOPMALMU MHAYOPMALMOHHOR CUCTEMBI.

K BHeApeHulo cuUCTeMbl 3alluTbl MHAOPMALUMKU WHOPMALMOHHOW CUCTEMbI MPUB/IEKAETCS onepaTop
MHPOPMAaLMOHHOW CUCTEMbI B C/lyyae, €c/ii OH OfpefenieH TakoBbiM B COOTBETCTBMM C 3aKOHOAATENIbCTBOM
Poccuiickoii ®egepauym K MOMEHTY BHEAPEHUA CUCTEMBI 3aLLUTLI MHGYOPMaLUM MHPOPMALIMIOHHOW CUCTEMBI U He
ABNAETCS 3aKa34YMKOM AaHHOI MH(POPMALMOHHO CUCTEMBI.

16.1. YcTaHOBKa M HacTpoiika CpeacTB 3alWuTbl MHMOpPMauMM B MHGOPMALMOHHOW cucTeMe [A0/HKHA
NPOBOAWNTLCA B COOTBETCTBMM C 3KCM/lyaTaUMOHHON AOKYMEHTauMeid Ha cucTtemy 3aluTbl  MHopMauum
WMHOPMaLMOHHO CUCTEMBI U IOKYMEHTaLUMEeR Ha cpeacTBa 3aluTbl MHhopMauun.

CpegacTtea 3awmTtbl MHQopMaLuy, ycTaHaBnnBaeMble B MHDOPMALMOHHON cucTeme, oyHKLMOHMPYIOLLEl Ha
6ase MHOPMALMOHHO-TENEKOMMYHUKALVOHHON MHAPACTPYKTYpbl LeHTpa 06paboTkM AaHHbIX, AO/MKHbI ObiTh
COBMECTUMbI Mexay coboii, a Takke Co cpeacTBamy 3alimTbl MHGIOPMAaLWKW, YCTAHOBNEHHbIMU B MH(POPMAaLOHHO-
TeNleKOMMYHUKaLNOHHOM MHAPaCTPYKType LeHTpa 06paboTkun AaHHbIX.

(a63au BBegeH MNpukasom PCTIK Poccun ot 28.05.2019 N 106)

16.2. Paspa6aTbiBaeMble OpraHv3aLMOHHO-pacrnopsauTesibHble AOKYMeHTbl Mo 3awyTe MHopMaumn
[O/MKHbI ONpeaensiTb NpaBwuia U NpoueaypbI:

ynpasneHus (a4MUHUCTPUPOBaHKWS) CUCTEMON 3aLnTbl MHAOPMAaLMN MHPOPMALMOHHO CUCTEMBI;

BbISIB/IEHUS1 UHLUMAEHTOB (OAHOTO COGLITUSI UK TPYNMbl COObITWIA), KOTOPbIE MOTYT NPUBECTU K CBOAM MW
HapyLLEHNIO (OYHKLVMOHUPOBaHUSI MHDOPMALIMOHHOW CUCTEMbI U (U/IM) K BO3HMKHOBEHWIO Yrpo3 6Ge30nacHOCTM
UHhopmaumu (fasnee - UHUMAEHTbI), ¥ pearpoBaHus Ha HuX;

ynpaB/eHnsi KOH(Urypauueid aTTecToBaHHOW MHhOPMALMOHHOM CUCTEMBI U CUCTEMBI 3aLLUTLI MHhopMaLUK
MHDOPMAaLVOHHOW CUCTEMBI;

KOHTpoNs (MOHMTOpWUHIA) 3a oObecneyeHMeM YPOBHSA 3alULLEHHOCTM WHAopMalmn, coaepxaiieiica B
MHOPMALMOHHOW CUCTEME;

3aWwnThl MHIOpMaLUM Npy BbIBOAE M3 3KCMayaTauuv MHGOPMALMOHHOW CUCTEMbI WM NOCME NPUHATUS
peLueHnst 06 OKOHYaHUM 06paboTkn NHGopMaLmK.

16.3. Mpy BHEAPEHUM OpraHN3aLMOHHbLIX MepP 3aLUMTbl MHhopMaLMKN OCYLLLECTBSIIOTCS:

peanusauus nNpasua pasrpaHMYeHnst AOCTyna, pernaMeHTUpYoLMX npaBa AocTyna Cy6bekToB focTyna K
o6bekTaM JOCTyna, U BBEAEHME OrpaHuYeHuii Ha AeiCcTBMA Nosb30BaTesieli, a Takke Ha U3MEHEHWe YCMNOoBWi
3KCnyaTauum, coctTaBa U KOHhUrypauum TeEXHUYECKUX CPEACTB 1 NPOrpaMMHOro obecneyeHuns;

npoBepka MOSIHOTbI M AETasfIbHOCTM ONUCaHUS B OpraHW3auUMOHHO-PaCcMopsSANTENIbHbIX AO0KYMEHTaxX Mo
3aluTe MHopMaumMn AeliAiCTBUIA Nonb3oBaTesnei 1 afAMUHUCTPATOPOB MH(OPMALMOHHON CUCTEMBI MO peannsauum
OpraHM3aUMoHHbIX Mep 3aluTbl UHhopMaLWW;



oTpaboTka AeNCTBUIA OO/MKHOCTHLIX MWL, U NoApa3feneHunil, 0TBETCTBEHHbIX 3a peasiM3auuio Mep 3aluThbl
WHhopmauuu.

16.4. TlpeaBapuTernbHble UCMNbITAHUA CUCTEMbI 3alnTbl  MHGOPMaUMM  UHOPMALMOHHON CUCTEMBI
npoeogATca ¢ ydyetrom FOCT 34.603 "MHdopmaumoHHasi TeXHoMormsa. Buabl mucnbiTaHuii aBTOMaTU3NPOBaHHbIX
cuctem" (panee - FOCT 34.603) 1 BK/IOYaOT NPOBEPKY PaboTOCMOCOGHOCTN CUCTEMBbI 3alUTbl MHA)OPMaLMK
MHOPMAaLIMOHHOW CUCTEMbI, a TakkKe MPUHATUE peLlleHMs O BO3MOXHOCTM OMbITHOW 3KchyaTauuy CUCTEMBI
3aLLMTbl MHpopMauun MHAOPMAaLMOHHON CUCTEMBI.

16.5. OnbITHas akcnayaraumst CMCTEMbl 3alMTbl MHbopMauMy MHOPMAaLMOHHOW CUCTEMbI MPOBOANTCS C
yyetom [OCT 34.603 w1 BKIOYaeT nNPoBepKY (PYHKLUMOHUMPOBAHUA CUCTEMbI  3alliWTbl  MHGOPMAaLUK
WMHOPMALMOHHOW CUCTEMbI, B TOM 4MC/e peasin3oBaHHbIX Mep 3aluTbl MHOpMauuM, a Takke O0TOBHOCTb
nonb3oBaresnieil 1 aMUHNCTPATOPOB K 3KCNyaTaumn CUCTEMbI 3aLUnTbl MHGOPMaLM MHAPOPMALIMOHHOW CUCTEMBI.

16.6. AHa/iM3 yA3BMMOCTEW WH(OPMALMOHHOM CUCTEMbI MPOBOAUTCS B LENAX OLEHKA BO3MOXHOCTU
NPeofoNIEHNA HapPYLUMTENEM CUCTEMbI 3alUTbl MHAOPMaLUM MH(IOPMALMOHHOMW CUCTEMbI 1M NPeAoTBPALLEHUS
peanuzauun yrpo3 6e30nacHoCTy MHhopMaLmu.

AHanus ysasBMMocTell MHGOPMALMOHHON CUCTEMbI BKKOYAET aHa/n3 ysA3BMMOCTEN CPeAcTB 3aluTbl
WHpopMaLnn, TEXHNYECKMUX CPEACTB 1 NporpamMHOro obecneyeHmst UHOPMaLMOHHOK CUCTEMBI.

Mpu aHann3e yA3BMMOCTEW UHPOPMALMOHHOW CUCTEMBbI NMPOBEPSIETCS OTCYTCTBUE U3BECTHLIX YSA3BMMOCTE
CPeACTB 3alnThbl MHpOpMALMK, TEXHWYECKMX CPEACTB U MPOrpaMMHOrO 06ecreyeHusi, B TOM YKC/Ee C YYETOM
VHbopMaumu, wumMellelics y pa3paboTuMKOB W MOMYYEHHOU W3  APYrMX OBLEAOCTYMHBIX UCTOYHUKOB,
NPaBW/IbHOCTL YCTAHOBKM W HACTPOWKM CPEACTB 3alimTbl MHhopMALMK, TEXHUYECKUX CPEACTB UM MPOrpaMMHOro
obecrneyeHns, a Takke KOPPEKTHOCTb paboTbl CPEeACTB 3aluThl MHpoOpMaLMM Mpu UX B3aWMOAENCTBUKN C
TEXHWUYECKMI CPeACTBaMU U NPOrpamMMHbIM 06ecrneyeHnem.

B cfyyae BbISIBIEHUA YA3BUMOCTEN MWH(OPMALMOHHON CUCTEMbI, MPUBOAALLMX K BO3HUKHOBEHMIO
[ONOMHNUTENbHBIX Yrpo3 6e30MacHOCT MHopMauuK, MNPOBOAMTCS YTOYHEHME MOAENN Yrpo3 6e30nacHOCTM
MHPOPMALIMKN 1 NPU HEOBXOAUMOCTU NPUHUMAIOTCA A0MNOMHUTEbHbIE MEPbI 3aLLMTLI MHChOPMAaLMK, HanpaBieHHbIe
Ha yCTpaHeHue BbIABMEHHbIX YA3BUMOCTEN WM UCKIHUYaloLMe BO3MOXHOCTb WCMOMb30BaHWUSA HapyLuuTenem
BbISIB/IEHHbIX YSI3BUMOCTEIA.

Mo pesynbTataMm aHamM3a Ys13BUMOCTEN AO/MKHO ObiTb MOATBEPXAEHO, YTO B MHGOPMALMOHHON cucTeme
OTCYTCTBYHT YI3BMMOCTH, cofepxalimnecs B 6aHke faHHbIX yrpo3 6e3onacHocty nHcopmaumm ®CTIK Poccuu, a
TakkKe B MHbIX UCTOYHMKAX, UM UX UCTIOMIb30BaHMe (3KCnyatauus) HapyLumTesieM HEBO3MOXHO.

(ab3ay, BBegeH Mpukazom ®CTIK Poccum ot 15.02.2017 N 27)

16.7. MNprieMOoYHbIE WCMbITAHUSA CUCTEMbI 3alMTbl MHAOPMAaL N UHOPMALMOHHOK CUCTEMbI NPOBOAATCH C
yyetom FOCT 34.603 1 BKkAOYalOT MPOBEPKY BbINOHEHUSA TPebOoBaHWiA K cucTemMe 3awuTbl MHGOPMALMK
WMH(OPMALIMOHHOI CUCTEMbI B COOTBETCTBUN C TEXHUYECKUM 3a[aHNEM Ha co3faHne NHPOPMaLMOHHON CUCTEMbI 1
(M) TEXHUYECKNUM 3adaHMeM (YacTHbIM TEXHMYECKMM 3afaHMeM) Ha co3faHne CUCTEMbI 3allMTbl MHGOPMaL MK
WMHOPMaLMOHHON CUCTEMBI.

ATTecTauus MH(OPMaLMOHHOI CUCTEMbI U BBOS, €€ B AelicTBue

17. AtTecTtaums MHJIOPMALMOHHON CUCTEMbI OpraHulyeTcsl obnagartenem uHdopMauun (3aKkasunkom) wuam
onepaTopoM W BK/IHOYAET MNPOBEAEHVE  KOMMMEKCA OPraHU3auMOHHbIX W TEXHUYECKUX  MEPONPUSTUIA
(aTTecTauMoHHbIX MCMbITaHWA), B pe3ynbTate KOTOpbIX MOATBEPXAAETCA COOTBETCTBME CUCTEMbI 3aLLWTHI
MHOPMALIMM MHDOPMALIMOHHOWM CMCTEMBI HACTOSILLIMM Tpe6GoBaHNUAM.

MpoBefeHne aTTecTauMoOHHbIX  WUCMbITAHWA  MHOPOPMALMOHHOW  CUCTEMbI  AO/DKHOCTHBIMK  inLamu
(paboTHMKaMK), OCYLLECTBASALWMMN MPOEKTUpOBaHME W (AN) BHEAPEHWE CUCTEMbl 3almTbl MHOpMaLun
MHOPMAaLIMOHHOW CUCTEMBI, HE A0MYyCKaeTCs.

(ab3ay, BBegeH Mpukazom ®CTIK Poccum ot 15.02.2017 N 27; B pef. Mpukasa PCTIK Poccum ot 28.05.2019 N
106)

17.1. B kayecTBe WCXOAHbIX [OaAHHbIX, HEOOXOAUMbIX AN aTTecTauMm WMHGOPMALMOHHOM CUCTEMBI,
NCNONb3YKTCS MOAEeNb Yrpo3 6e3omacHOCTU MHGopMauMK, akT kKnaccudumkauunm MHGOPMALMOHHOW CUCTEMBI,
TEXHMYECKOE 3afaHue Ha cosgaHMe WHM(OPMAUMOHHOM cucTeMbl U (MAKM) TEXHUYECKOe 3afaHue (4acTHoe



TEXHUYECKOE 3aflaHWE) Ha CO3[AaHWE CUCTEMbI 3aWyTbl UHhopMaLMM UHAOPMALMOHHOW CUCTEMBI, NPOEKTHAs U
aKcn/lyaTauuoHHas  OKYMEHTauus Ha  CUCTEMY  3alyuTbl  MHopmauuum  MHAGIOPMALMOHHONW  CUCTEMBI,
OpraHM3auUMOoHHO-PacNopsiAUTENIbHbIE [OKYMEHTh! MO 3aluTe MHGopMauuW, pesynbtaTbl aHan3a ys3BUMOCTEl
MHDOPMALMOHHOW CUCTEMBI, MaTepuasbl NpeaBapuTesibHbIX UM MPUEMOYHLIX WCTbITAHUA CUCTEMbI  3aLUUTHI
MHhOpMaLMM MHAOPMALMOHHOM CUCTEMbI, @ TakKe WHble [LOKYMEHTbl, paspabaTtbiBaemble B COOTBETCTBUU C
HacTosLwy MU TpeboBaHMSIMU.

17.2. Attectaymst MHOPMAaLMOHHOW CMCTEMbI MPOBOAMTCSA B COOTBETCTBMM C NPOrpamMMoi U MeToauMKamm
aTTecTauMOHHbIX MCNbITaHWi A0 Havasia 06paboTkM MHopMauun, nogsexalleli 3awute B MHoOpMaLuoHHOWN
cucteme. [N npoBefeHnsa atTectaumn MHGOOPMALMOHHON CUCTEMbI MPUMEHSIIOTCS HaLUMOHa/bHbIE CTaHAApThl, a
TaKkke MeToAuyeckMe [OKYMEHTbl, pa3paboTaHHble W yTBepkAeHHble ®CTIK Poccum B COOTBETCTBUM C
nognyHktom 4 nyHkta 8 [lMonoxeHusa o depepasibHOl CNyx6e N0 TEXHUYECKOMY U 3KCMOPTHOMY KOHTPOJIIO,
yTBEPXAEHHOIrO Yka3om lMpesngeHTa Poccuiickoii ®egepauun ot 16 aBrycta 2004 . N 1085.

Mo pelleHnto 3akasdvka (onepaTopa) aTTecTauMOHHbIE UCMbITAHUSA MOTYT 6biTb COBMELLEHbI C MPOBEAEHMEM
NPUEMOYHbIX UCMbITAHUA MHOPMAaLMOHHON CUCTEMBI.
(ab3ay, BBegeH lMpukazom ®CTIK Poccum ot 28.05.2019 N 106)

Mo pesynbTatam aTTecTalUMOHHLIX WCMbITAHWA OOPMASKOTCA MPOTOKO/bI ATTECTALMOHHBIX WCMbITAHUMN,
3aK/IloUeHMe 0 COOTBETCTBUM WMHADOPMALMOHHOW cUCTEMbI TpeGOBaHMSIM O 3aliuTe MHGOpMauunM U arTectar
COOTBETCTBUS B C/lyHae NosioXNTE bHbIX Pe3y/sTaToB aTTeCTaUMOHHbIX UCTIbITaHWIA.

Mpn npoBefeHWM aTTeCTAUMOHHBLIX WCMbITAHW A0/KHbI NPUMEHATLCA Ccriefylolie MeToAbl NpPOBEepoK
(McnbiTaHuiA):
(ab3aL, BBegeH lMpukaszom ®CTIK Poccum o1 15.02.2017 N 27)

3KCNEPTHO-AOKYMEHTa/IbHbIA  METOZ, NpegycMaTpyBaloLLMii NPOBEPKY COOTBETCTBMS CUCTEMbI 3alMThI
WHpopMaunm NHPOPMALIMOHHON CUCTEMbI YCTAHOB/IEHHbIM TPEOOBaHUSAM NO 3alumMTe MHGOPMAaLMK, Ha OCHOBE
OLEHKM 3KCMJlyaTaLuMOHHOW  AOKYMEHTauuW, OpraHM3alMoHHO-PacnopsanTesibHbIX  AOKYMEHTOB MO 3awuTe
WHhopMaunn, a Takke YCoBUi PYHKUMOHMPOBaHMSA MHPOPMALMOHHOK CUCTEMBI;
(ab3au, BBegeH lMpukazom ®CTIK Poccum ot 15.02.2017 N 27)

aHan3 ysA3BMMOCTEN WMHGOPMALMOHHON CUCTEMbI, B TOM 4YMC/€ BbI3BaHHbIX HEMNpPaBU/IbHOW HACTPOWKOWA
(kOHCbMrypmpoBaHMem) NPOrpaMmMHOro o6ecnevyeHns u CPeacTB 3alnUTbl MHGOPMaLMK;
(a63au BBegeH MNpukasom ®CTIK Poccum ot 15.02.2017 N 27)

UCMbITaHMSA CUCTEMbI 3aWMTbl MHOpMaUUM MyTEM OCYLIECTBAEHMS MOMNbITOK HECAHKLUMOHMPOBAHHOIO
pocTtyna (Bo3gencTems) K MHOpMaLMOHHON cucTeMe B 06x0[, ee CUCTEMbI 3aLLMTbl MHOpMaLUN.
(ab3ay, BBegeH Mpukaszom ®CTIK Poccum o1 15.02.2017 N 27)

17.3. JonyckaeTtca artectaums WHGOPMAUMOHHONW CUCTEMbl Ha OCHOBE pPe3y/ibTaToB arTecTalVOHHbIX
UCMNbITaHWi BblAENEHHOro Habopa CerMeHTOB WHM(OPMAaLMOHHON CUCTEMbI, peasiM3yrLnX MOJHYK TEXHOAOIMMI0
06paboTKM MHGhopMaLUn.

B aTOM cnyyae pacnpocTpaHeHne aTTecTata COOTBETCTBYS Ha ApYrMe CEerMeHTbl MH(DOPMaLMOHHO) CUCTEMbI
OCYLUECTB/ISETCS MNPV YC/IOBUM WX COOTBETCTBUS CErMEHTAM WH(OPMALUMOHHOW CUCTEMBI, MNPOLUEALLNM
aTTecTayMoHHbIE UCMLITAHUS.

CermMeHT cuMTaeTcsl COOTBETCTBYIOLLMM CErMEHTY UH(POPMALIMOHHON CUCTEMbI, B OTHOLLEHWUM KOTOPOTO 6bl/N
npoBefleHbl aTTeCcTaLUWOHHbIE UCMbITAHUS,, €C/IN NS YKa3aHHbIX CErMEeHTOB YCTaHOB/IEHbl OMHAKOBbIE K/acChbl
3allMLLEHHOCTA, Yrpo3bl 6e30MacHOCTM MHGOPMaLUK, peasin3oBaHbl OfIMHAKOBLIE MPOEKTHbIE pEeLleHust Mo
MHPOPMAaLMOHHOW CUCTEME U ee CUCTEME 3alUThl MHGOPMAaLMN.

CoOTBETCTBME  CEIMEHTa, Ha KOTOpbIli  pacrnpoCcTpaHsieTcsi aTTecTaT  COOTBETCTBUS,  CETMEHTY
VH(DOPMALMOHHOW  CUCTEMbI, B OTHOLUEHWM KOTOPOrO OblIM  MNPOBEAEHbl  aTTECTALMOHHBbIE  WCMbITAHWS,
NOLATBEPXKAAETCS B XOA4E NPUEMOUHbBIX UCMbITAHWIA UHDOPMALMOHHOW CUCTEMbI UM CETMEHTOB MHPOPMALMOHHO
CUCTEMBI.

B cermeHTax MWH(OPMALMOHHON CUCTEMbI, Ha KOTOpble PACNpPOCTPaHsSeTCs arTecTaT COOTBETCTBUSA,
onepaTopom obecneunBaeTcs co6/0AeHNE IKCM/TyaTaUMOHHOM [JOKYMEHTALMW Ha CUCTEMY 3aLUUThI MHGhopMaL UK
MHDOPMAaLMOHHOW CUCTEMBI U OpraHU3aLMOHHO-PaCcNoPAANTE bHBIX JOKYMEHTOB MO 3aLiMTe NHhopMaL K.



OcobeHHOCTU arrectayum MHCbOpMaLLMOHHOVI CUCTEeMbl Ha OCHOBE pe3ysibTaToB aTTeCTaluMOHHbIX NCNbITaHWIA
BblAEJ/IEHHOTIO Ha6opa €e CEerMeHTOB, a TakKxe yC/10B1A M NopAaoK pacnpocTtpaHeHna artTectara COOTBETCTBUA Ha
apyrne CermMeHTbl I/IHCbOpMaLI,I/IOHHOﬁ CnCtemMmbl onpenendarwTca B MNporpaMme 1M MeToAMKax arTteCTaluMOHHbIX
WCMNbITaHWiA, 3aK/IIO4EHUN N aTTecTaTe COOTBETCTBUS.

17.4. ATTecTat COOTBETCTBUSA BblAaeTCs Ha BECb CPOK 3KCnyataln MHHOpMaLMOHHONM cucTembl. Oneparop
(obnapatenb MHopMauun) B Xxode akcnayaTaumm MHOPMaLMOHHON CUCTEMBbI A0/MKEH obecneunBaTb NoAAEPXKKY
COOTBETCTBMA CUCTEMbI 3alUMTbl MHAOpPMaUMK aTTecTaTy COOTBETCTBUSI B paMKax peanv3auun MeponpusaTuii,
npesyCMOTPEHHBIX MYHKTOM 18 HacTosAwmx TpeboBaHuii.

(n. 17.4 B peg. Mpukasa ®CTIK Poccum ot 28.05.2019 N 106)

17.5. Beog B geiicTBme MHGOPMAaLMOHHOW CMCTEMbI OCYLLIECTB/ISIETCS B COOTBETCTBMU C 3aKOHOAATE/NIbCTBOM
Poccuiickoin deagepaumm 06 nHopmaumm, MHPOPMALMOHHBLIX TEXHOMOMMAX M 0 3awmTe nHdopMaumm u ¢ y4eTom
FOCT 34.601 n npn Ha/IM4uKM aTTectara COOTBETCTBUA.

17.6. WHcpopmaLmoHHble cucTeMbl, (YHKUMOHUpYOWMe Ha 6a3e 06wei uHdpacTpykTypbl (CpeacTs
BbIYMCNINTENIbHON TEXHUKM, CEPBEPOB TENEKOMMYHVKALUMOHHOTO 060pyaoBaHWs) B KavyecTBe MNpPUKIafHbIX
CepBUCOB, NojJiexar arTecTaumm B COCTaBe yKasaHHOW MHGPaCTPYKTYpbl.

B cnyyae ecnn mHdopmaumoHHas cuctema cosgaeTtcs Ha 6ase MHopMaLMOHHO-TENEKOMMYHUKALMOHHOW
NHAPACTPYKTYPbI LEHTPa 06paboTkMn AaHHbIX YNOSHOMOYEHHOIO LA, Takas MHhpacTpyKTypa LeHTpa 06paboTku
JaHHbIX AO/MKHA BbITb aTTeCTOBaHa Ha COOTBETCTBME HacToAWMM TpeboBaHMAM.

(B peg. Mpukasa PCTIK Poccun ot 28.05.2019 N 106)

Mpu arTecTauMn MHGOPMALMOHHON CUCTEMbI [O/MKHBI UCMOMb3YHTCA pes3ynbraTbl atTecTaumn obuiei

WHPaCTPYKTYpbl onepaTopa NHOPMAaLMOHHO CUCTEMBI.
(n. 17.6 BBegeH lMpukazom ®CTIK Poccun ot 15.02.2017 N 27)

O6ecneyeHune 3alWMTbl MHQOPMALMK B XoA4e 3KCnyaTauum
aTTecToBaHHOI UH(hOPMALIMOHHOI CUCTEMBI

18. O6ecneuyeHve 3awWwnTbl UHGOPMAULMM B XOAE 3IKChayataumum MHGOPMAUMOHHON CUCTEMbI [O/HKHO
OCYLLECTBNATLCSA ONepatopoM B COOTBETCTBMM C 3KCM/lyaTaUMOHHON [JOKyMeHTauuein UM opraHu3aumoHHO-
pacnopagnTesibHbIMW OKYMEHTaMy No 3awute nHopMaLmMmn 1 BKIYaTb Cneaytole MeponpusaTus:

naaHNpOBaHME MepPONPUATUIA MO 3awmUTe MHdhopMaLun B MHOPMAaLMOHHOW CUCTEME;

aHa/M3 yrpo3 6e30nacHoCcTy NHopmaumum B MHOPMaLMOHHOR CUCTEME;

ynpasneHue (agMUHUCTPUPOBAHKE) CUCTEMON 3aLTbl MHGPOPMALMN NHGOPMALIMOHHON CUCTEMBI;

ynpasrieHne KoHgurypauuein nHpopMaLMOHHON CUCTEMbI U €€ CUCTEMOIA 3alMTbl MHhopMaUnK;

pearmpoBaHve Ha MHUMOEHTD;

NHhopMmpoBaHne 1 06yyeHne nepcoHana MHOPMAaLNOHHOM CUCTEMBI;

KOHTPO/Ib 3a obecneyeHneM YpOBHS 3alULLEHHOCTM MHpopmalun, cogepxalieiica B UHGOPMaLVOHHO
cucTeme.

(n. 18 B pea. Mpukasa ®CTIK Poccum ot 28.05.2019 N 106)

18.1. B xome nnaHMpoBaHWs MeEPONPUATUI NO 3awmTe UWHgopMauum B MHAOPMALMOHHOW cuUcTeme
OCYLLLECTB/ISAOTCS:

onpeaeneHve nuL, OTBETCTBEHHbIX 3@ M/1aHNPOBaHME U KOHTPO/b MEPONPUATUIA N0 3awmTe nHdopmaummn B
NHOPMALMOHHOW CUCTEME;

onpeaeneHne nnLl, OTBETCTBEHHbLIX 3a BbiAB/1IEHNE NHUNAEHTOB U pearnpoBaHne Ha HUX;

paspaboTka, YTBEpPXAEHME W akTyasm3auus nnaHa MeponpusaTMii no  3awute  uHGopMauum B
MHOPMALMOHHOW CUCTEME;



onpeaeneHne nopdagka KOHTPO/IA BbINO/THEHUA MepOHpMHTMVI no ob6ecneyeHuno 3allinThbl I/IHCbOpMaLI'VII/I B
I/IHdJOpMaLI,I/IOHHOI7I cucrteme, npeayCMOTpPEHHbIX YTBEPXAEHHbLIM MNMJ1aHOM.

MnaH meponpuATUA No 3awmTe MHopMauMm B WH(OPMAUMOHHOI CUCTEME YTBEpXAaeTcs BMeCTe C
NpPaBOBbIM aKTOM OpraHa WCMOSIHUTE/TbHOWN BNacTU 0 BBOAE MH(POPMALMOHHOM CUCTEMbI B 3KCMyaTaumio.

KOHTpONb BbINO/IHEHUS MEPONPUATUIA, NPEAYCMOTPEHHbIX M/IAHOM MeponpuaTKli No 3alwuTe uHopMauum B
VHOPMALMOHHOW CUCTEME, OCYLLECTBSETCSA B CPOKW, ONpeaenieHHble YKa3aHHbIM NaaHoM.
(n. 18.1 B pep. MNpukasa PCTIK Poccum ot 28.05.2019 N 106)

18.2. B xoge aHanmMsa yrpo3 6Ge3onacHoOCTM uHdopMaumm B WMHKOPMAaLMOHHON CUCTEME B Xode ee
3KcnyaTauum oCcyLLLEeCTBSAOTCS:

BbISIBNIEHME, aHA/TM3 N YCTPAHEHMWE YA3BUMOCTE MHGOPMALMIOHHON CUCTEMBI;
aHann3 U3MeHeHNs yrpo3 6e3onacHoOCTi Hpopmaunm B MHOPMALIMOHHO CUCTEME;

OLEHKA BO3MOXHbIX MOCMEACTBUI peanusauun yrpo3 6e3onacHoCTV WHdopmaumm B MHOpMaLOHHON
cucteme.

MepvoanyHOCTL NPOBEAEHMS  yKa3aHHbIX pPaboT  onpedensieTcsl  onepatopoM B OpraHM3auMoHHO-
pacnopaanTesbHbIX LOKYMEHTax no 3awute nHopmawmu.
(n. 18.2 B pea. MNpukaza PCTIK Poccun ot 28.05.2019 N 106)

18.3. B xoge ynpaBneHusi (agMWHUCTPUPOBAHUS) CUCTEMON 3aliuTbl MH(OPMALUM UH(OPMALMOHHO
CUCTEMbI OCYLLECTB/IAIOTCS:

onpeaeneHne nuu, OTBETCTBEHHLIX 3a ynpas/eHne (aAMUHUCTPUPOBAHNE) CUCTEMON 3aLiUTbl MHA)OPMaLNN
WMHOPMaLMOHHON CUCTEMBI;

ynpas/ieHne Y4YeTHbIMW 3anncAamMu nonb3oBaTteneit u nogaepXxaHune B akTya/lbHOM COCTOAHUX npaBusl
pa3rpaHmnyeHna gocrtyna B I/IHCbOpMaLI,I/IOHHOM CUCTEME;

ynpas/ieHne cpeacTeamm 3almTbl MHhopMaumm MHAOPMAaLMOHHOM CUCTEMBI;

ynpaefieHne OGHOBMIEHUSIMI MPOTPaAMMHBIX M MPOrpamMMHO-annapatHbIX CPeAcTs, B TOM YWUC/E CPEACTB
3alMThl MHOpPMaLLMK, C YY4ETOM 0COBEHHOCTE (hyHKLMOHMPOBAHNSA MH(YOPMALMOHHON CUCTEMBI;

LEeHTPa/IN30BaHHOE YMNpaBfeHNe CUCTEMONM 3aWuTbl WHGOpMaunm WHMOPMAaUMOHHOR cucTembl (Npu
HEeobXoAMMOCTN);

MOHWUTOPVHI W aHa/M3 3aperMcTpMpoBaHHbIX COObLITUI B MH(OPMALMOHHOW CUCTEME, CBSI3aHHbIX C
obecneyeHnem 6e3onacHoOCTU (fanee - cobbITUA 6Ge30NacHOCTK);

o6ecneyeHne OyHKLNOHNPOBAHNS CUCTEMbI 3alMTbl MHAOPMaUUK MHOPMALMOHHOW CUCTEMbI B XO4e ee
3KcnyaTauum, BKOYAs BeAeHWe 3SKCMjyaTauMoHHOW AOKYMEHTaUMM W OpraHu3auyMOoHHO-pacrnopsauTesbHbIX
[OKYMEHTOB MO 3alute nHdopmaumn.
(n. 18.3 B pea. MNpukaza PCTIK Poccun ot 28.05.2019 N 106)

18.4. B xoae ynpaBneHust KoHUrypawyein NHQOPMaLMOHHOW CUCTEMbI U ee CUCTEMbI 3aLLUTbl MHGOpMaLm
OCYLLECTB/IAOTCS:

onpefieneHne Jul, KOTOpPbIM paspelleHbl [AeiCTBUS MO BHECEHMI0 W3MEHEHWIA B  KOHUrypaumio
MHDOPMALIMOHHOW CUCTEMBI 1 €€ CUCTEMbI 3aLLUTLI UHCDOPMALIMK, U UX NIOSTHOMOYMIA;

onpefeneHne KOMMNOHEHTOB MH(DOPMALMOHHOM CUCTEMbI U €€ CUCTEMbI 3aLMTbl MHChOPMAaLUK, NOAAeXaLLUX
M3MEHEHMWI0 B pamMKax ynpas/eHus KoHdurypauveli (maeHTudmkaums o6bEeKTOB yNpaB/eHUs KOHdurypaumei):
nporpaMMHo-annaparHble, NporpaMMHble CPeACcTBa, BK/UAs CPEACTBA 3alluMTbl MHAOPMALMK, UX HACTPOWKM 1
nporpaMMHbIli Kog, aKCryaTauMoHHas LOKYMeHTauus, uHTepdoelickl, (Oaisibl U UHbIE KOMMOHEHTbI, Nogexalie
N3MEHEHMIO 1 KOHTPOSIHO;

ynpasB/ieHne N3MeHeHUAMN I/IH(*)OpMaU'I/IOHHOIz CNCTEMbI N €ee CUCTEMbI 3allnThbl I/IH(*)OpMaU'I/II/II pa3pa60TKa
napamMmeTpos HaCTpOIZKVI, O6eCI'Iel-II/IBaIOU_I,I/IX 3aumnTty I/IHCbOpMaLIII/II/I, aHa/In3 noTeHunasibHOro BO3,E|,€I7ICTBI/IF|



NaHUpyeMbIX U3MEHEHWII Ha o6ecneyeHne 3almTbl UHPOPMALMK, CaHKLMOHUPOBAHUE BHECEHWSI U3MEHEHUIA B
MH(POPMALVOHHYI0 CUCTEMY M €e CUCTEMY 3alyTbl MHPOPMAaLMK, AOKYMEHTMPOBAHWE AEWCTBUIA MO BHECEHUIO
M3MEHEHW B MH(DOPMALMOHHYH) CUCTEMY Y COXPAHEHME AaHHbIX 06 M3MEHEHUSAX KOH(UIypauum;

KOHTPO/Mb AENCTBUA MO BHECEHWK W3MEHEHWIA B MHAOPMALMOHHYHO CUCTEMY M €e CUCTEMY 3aluTbl
WHpopmauun.

PeannsoBaHHble NpoLecchl ynpaBieHns N3MeHeHNAMN MHPOPMAaLMOHHOM CUCTEMbI U €€ CUCTEMbI 3aluThbl
MHOPMALMN AO/MKHbI BK/IKOYATb MPOLECChl FrapaHTUHOTO M (M/IM) TEXHUYECKOTO 06CNyXuBaHUSA, B TOM 4ducie
OVNCTaHUMOHHOTIO (Y4A/1EHHOT0), NPOrpamMMHbIX U NPOrpaMMHO-annaparHbiX CPeAcTB, BKIKOYAA CpefacTBa 3alimTbl
nHopmaumm, HHOPMALIMOHHOM CUCTEMBI.

(n. 18.4 B pea. MNpukaza PCTIK Poccun ot 28.05.2019 N 106)

18.5. B xofle pearmpoBaHuisl Ha MHUMAEHTbI OCYLLECTBSAIOTCS:

06HapyXeHne 1 ngeHTugmKaLmsa MHUMAEHTOB, B TOM YMC/Ie OTKa30B B 06C/yXMBaHNW, CO0EB (Nepe3arpy3ok)
B paboTe TEXHMYECKMX CPefcTB, MPOrpaMMHOro o6ecrnevyeHnst U CPeacTB 3awyTbl MHpOPMAaLMK, HapyLUeHWi
npaBua pasrpaHMyeHnst OoCTyna, HENPaBOMEPHbIX AelCTBMiA No cb6opy MHAopMaUuKn, BHEAPEHUI BPEAOHOCHbIX
KOMMNbHOTEPHbIX NPOrpaMM (BUPYCOB) U UHbIX COBbITUIA, NPUBOAALLMX K BOSHUKHOBEHMWIO MHUMAEHTOB;

cBOeBpeEMEHHOE I/IHCbOpMI/IpOBaHI/Ie none3oBarendamm n agMUHUCTparopamMum JuLl, OTBETCTBEHHBLIX 3a
BbiAB/1EHNE NHUNOEHTOB U pearnposaHne Ha H1UX, 0 BOSHUKHOBEHNN NHUNOEHTOB B VIHCbOpM&LI.I/IOHHOVI cucteme;

aHa/In3 MHUMAEHTOB, B TOM YMc/e onpeaeneHme NCTOYHMKOB M NPUYNH BOHUKHOBEHWS MHUMAEHTOB, a Takke
OLEeHKa 1x nocneacTeuii;

nIaHupoBaHWe U TMNPUHSATAE Mep MO YCTPAHEHU WHUMAEHTOB, B TOM 4WC/MIE MO BOCCTaHOB/IEHMIO
MHPOPMAaLMOHHOW CUCTEMbI U €€ CETMEHTOB B C/lydae OTkasa B 0GC/YyXWBaHUM WM noc/ie CO60EB, YCTPAHEHUIO
NoCNeACTBUI HapyLUeHUs! NpaBu pPasrpaHWUYeHns AOCTYNa, HENPaBOMEPHbLIX AE/CTBUI No cOopy MHGOpMaLMK,
BHEAPEHNs1 BPEAOHOCHBIX KOMMbIOTEPHBIX NPOrpammM (BUPYCOB) U MHbIX COGLITWIA, NPMBOASLINX K BO3HUKHOBEHWIO
WHUNEHTOB;

naHVpoBaHue 1 NPUHATAE Mep No NpeaoTBpaLLeHNI0 NOBTOPHOIO BO3HUKHOBEHWS WHLMAEHTOB.
(n. 18.5 BBegeH Mpukaszom PCTIK Poccun ot 28.05.2019 N 106)

18.6. B xozie MH(HOPMUPOBAHMS U 06yYEHNS NEPCOHAA MH(DOPMALIMOHHOW CUCTEMbI OCYLLECTB/IATCS:

NHhopMmpoBaHme nepcoHana NMHGPOPMaLMOHHON CMCTEMbI O NOSIB/IEHUN aKTyaslbHbIX Yrpo3ax 6e3onacHoOCTH
WHpopmaumm, o npaBmaax 6es3onacHom akcnayaTtaunmn MHOOPMaLMOHHON CUCTEMBI;

[oBefeHne [0 nepcoHasia UHGOPMAUMOHHON cucTembl TPeboBaHMl MO 3awute MHopmauun, a Takke
NONOXeHW i opraHN3aLMOHHO-PacNopPSANTENbHBIX AOKYMEHTOB MO 3alMTe MHOpMaUMM C YY4ETOM BHECEHHbLIX B
HUX U3MEHEHWIA;

obyyeHne nepcoHasia MHAPOPMALMOHHOW CUCTEMbI NpaBuiam 3KCh/yataunm OTAENbHbIX CPEACTB 3aliuThbl
WHhopmauuu;

MPOBEAEHNE TMNPAKTUUYECKMX 3aHATUIA W TPEHUPOBOK C MEPCOHA/IOM WHCDOPMALMOHHOW CUCTEMBbI MO
6710KMPOBAHUIO YTPO3 6E30MACHOCTY MH(DOPMALIMK U PEarupoBaHuio Ha MHLUAEHTHI;

KOHTPO/lb  OCBEIOM/IEHHOCTM MepcoHana WHGIOPMALMOHHOM cucTeMbl 06 yrposax 6e3onacHocTu
MHCOPMALIMK U YPOBHS 3HAHUIA NepcoHana no BonpocamM o6ecneyeHmnst 3alimTbl MHGOpMaLIMK.

MeproAnyYHOCTL MPOBEAEHUS] NPAKTUYECKUX 3aHATWIA U TPEHMPOBOK C MEPCOHA/IOM, MeponpusiTuiA no
0OYy4YEHMIO MepcoHasla W KOHTPO/K  OCBEAOM/IEHHOCTM MNepcoHasia ycTaHaB/MBAETCs OnepatopoM B
OpraHv3aLMoHHO-PacnopsaANTENbHbIX  AOKYMEHTAaX MO 3awute WHJOpMaumMM C  YY4ETOM OCOGEHHOCTEN
OYHKLNOHNPOBaHNS MHADOPMALMOHHOM CUCTEMBI, HO HE pexe 1 pasa B ABa roga.

(n. 18.6 BBeAeH lMpukazom ®CTIK Poccun ot 28.05.2019 N 106)

18.7. B xode KOHTponsi 3a o6ecnevyeHnemM YPOBHS 3allMLLIEHHOCTU WHopMaumK, cofepxalleiics B
MHOPMALIMOHHOI CUCTEME, OCYLLECTB/ISIOTCS:



KOHTPOSb  (aHanM3)  3alUMLEHHOCTY MH(OPMAUMKX C  YYETOM OCOGEHHOCTel  (DYHKLMOHMPOBAHWS
MHPOPMAaLVOHHOW CUCTEMBI;

aHann3 N oueHka PYHKUMOHMPOBaHUS MHADOPMALMOHHOW CUCTEMbI U €€ CUCTEMbI 3aliUTbl MHGIOPMaLUW,
BK/IIOYAs aHa/M3 U yCTPaHEHWe YA3BUMOCTE M WHbIX HEAOCTaTKOB B (QYHKUMOHMPOBAHUN CUCTEMbI 3aLlyThbI
WHpopmaum NHHOOPMaLMOHHON CUCTEMBI,

[OKYMEHTUPOBaHWE MpoLeayp W pe3ynbTaToB KOHTPOSS 3a OGEeCneyYeHVEM YPOBHS  3aLUMLLEHHOCTY
MHbopmaLmu, cogepxatleiics B MHCOPMaLMOHHOM CUCTEME;

NPUHATE peLleHns MO pe3ynbTaTtam KOHTPOsS 3a 06ecneyeHneM YPOBHS 3aLUMLLEHHOCTU MHJdopMaLuK,
cogepxaulenca B MHOOPMALMOHHON CUCTEME, O HeobXoAMMOCTM [0paboTku (MOAepHU3aumn) ee CcucTemsl
3allMTbl MHhopMaLUun.

KOHTpO/ib 3a 0GecneyeHeM YPOBHS 3alUULLIEHHOCTM UHbopMaumu, cofepxalleiicss B UH(OpMaLVOHHO
cucTeMe, NPOBOAUTCS ONEpPaTopoM CamMOCTOSITENBLHO U (M/IK) € NPUBMIEYEHVEM OpraHM3aumny, UMeLLEel NNLEH3UI0
Ha [esiTeNIbHOCTb MO TEXHUYECKON 3awyTe KOHhuAeHLaIbHOM NHopMaLLMK.

MeproAMYHOCTL NPOBEAEHMS KOHTPOAS 3a O06ecrnedyeHMeM YPOBHA  3allULLEHHOCTVM  MHdopMauuu,
cofepxallelicas B WHopMauMoHHOW cucTeme 1 kriacca 3alMUEHHOCTW, YCTaHaB/MBAETCS OMepaTtopoM B
OpraHM3auUMoHHO-PaCcNopSANTENbHBIX  [AOKYMEHTAX MO  3alWuTe WHGopMauuM C  Yy4eToM 0OCOBeHHOCTel
(hyHKLMOHPOBaHUS MH(DOPMALMOHHOI CUCTEMBI, HO HE pexe 1 pasa B rof.

MeprvognyHOCTL MPOBEAEHWUS KOHTPOMA 3a O06ecrneyeHneM YPOBHS  3alUMLLEHHOCTW  MHdopMaumu,
cogepxatleiica B MHOPMALMOHHBIX CUCTEMAx 2 U 3 K1acCcoB 3alUMLLEHHOCTH, YyCTaHaB/IMBAETCA ONepaTopoM B
OpraHv3aLMoHHO-PacnopAANTENbHbIX  AOKYMEHTax Mo  3awute wuHOpMauMm C  YYeTOM OCO6eHHocTei
hYHKUMOHMPOBaHUSA MHOPMAaLMOHHBIX CUCTEM, HO He pexe 1 pa3a B [Ba roga.

(n. 18.7 BBegeH Mpukaszom ®CTIK Poccun ot 28.05.2019 N 106)

O6GecneyeHune 3aWmTbl MHOPMAaLMN NPU BbIBOAE U3 IKCNyaTauuu
aTTecTOBaHHOW UH(IOPMALIMOHHOW CUCTEMbI U/IN NOC/Ie NPUHATUSA
peleHns 06 OKOHYaHUN 06PAaGOTKU UHhopmaLn

19. Ob6ecneyeHne 3alMTbl MHpopMaLU NpU BbIBOAE M3 3KCM/lyaTauun aTTecTOBaHHON MHGOPMaLMOHHOIA
CMCTEMbI UMW NOCNE NPUHATUS pPelleHnst 06 OKoHYaHUKM 06paboTkn MHOPMaLMK OCYLLECTBISIETCS ONepaTopom B
COOTBETCTBUN C SKCM/lyaTalUMOHHON AOKyMEHTauMeihn Ha cuctemy 3awuTbl MHDOpMaUMM WMHAOPMAaLVNOHHOM
CMUCTEMbl U OpraHU3auMOHHO-PacNopPSAAMTENbHBIMU AOKYMEHTaMM MO 3awute uHdopmMauMm U B TOM 4ucre
BK/IHOYAET:

apXxvBMpOBaHVe NHdopMaL UK, coaepxalleiics B MHpopMaLOHHOM CUCTEME;

YHUYTOXEHNE (CTUPaHME) AaHHbIX W OCTATOYHOM MHOpMauMM C MaLUMHHBLIX HOcuTenel WHopMauun u
(M) YHNUTOXEHME MaLUMHHBIX HOCUTENen nHopmaumm.

19.1. ApxvBMpOBaHVWE WH(OpPMaUMW, Ccogepxaleics B MH(OPMAUMOHHOW  cuCTeMe,  AO/MKHO
OCYLLECTB/IATLCS NPV HEOGXOAUMOCTU AasTbHENLLIEro NCo/ib30BaHNA MHAIOpPMaLUM B AeSITE/ILHOCTY onepartopa.

19.2. YHnuTOXeEHME (CTUpaHMEe) AaHHbIX N OCTATOYHOM MHAOPMAaLMN C MaLLVHHBIX HOCUTenNeli uHopmaunm
NpPoOn3BOAUTCA NPV HEoBXoAMMOCTM Mepegayy MalUMHHOIO HOCUTeNs MHdopmauun Apyromy nosb3oBaTesto
WMH(OPMALIMOHHON CUCTEMbI WM B CTOPOHHWE OpraHusauun pas PEMOHTA, TEXHWUYECKOro O6CAYXWBaHUS UAn
JasibHEeLEro YHUUTOXEHUS.

Mpwu BbIBOAE M3 IKCNNyaTaLMN MALUMHHBIX HOCUTeNei MHopMaLMm, Ha KOTOPbIX OCYLLECTBAANNCE XPaHeHne
n o6paboTka WHoOpMaLMKN, OCYLLECTBMSETCA (U3NYECKOE YHUUTOXEHME 3ITUX MaLUMHHbIX HOCUTenei
WHpopmaumn.

lll. TpeGoBaHUA K Mepam 3awmuTbl UHhopMaLun, cogepxallenca
B UH(hOPMALIMOHHOIA cucTteme

20. OpraHu3auMoHHbIE ¥ TEXHMYECKME Mepbl 3aliuTbl MHOpMaLuW, peanmsyemble B MH(OPMAaLMOHHO
cucTeEME B pamMKax ee CUCTEeMbl 3aliuTbl MHGOpPMAaLUK, B 3aBMCMMOCTM OT Yrpo3 6e30nacHoCTV MHopmaumu,
NCNO/b3YEMbIX UH(DOPMALIMOHHbBIX TEXHOMOMNIA U CTPYKTYPHO-(PYHKLMOHA/bHBIX XapaKTepUCTVK MH(OPMaLMOHHO



CMCTEMbI AOMKHbI 06ecneunBarh:
naeHTnrKaumio n ayteHTudmkauuio cybbeKToB AOCTYNa U 0O6bEKTOB A0CTYNA;
ynpaBfieHne AOCTynoM CyObeKTOB A0CTyna K 06bekTam A0CTyna,;
OorpaHu4eHne NpPorpaMmMHoON Cpegbl;
3alUMTY MaLUMHHbIX HOCUTENen nHdopmamu;
peructpauuto cobbITnii 6e30nacHoOCTH;
aHTVMBUPYCHYIO 3aLUKnTY;
06HapyXeHne (NpegoTBpaLLEHNE) BTOPXKEHWIA;
KOHTPO/Ib (aHaNn3) 3aluLLeHHOCTM HdopMauuu;
LLeNOCTHOCTb MHADOPMALMOHHOW CUCTEMbI M UHCDOpPMaLLUK;
OOCTYMHOCTb MHhopMmauuu;
3alnTy cpegpbl BUpTyanmsauumm,
3alUTy TEXHUYECKNX CPEACTB;
3aLMTY MH(POPMALNOHHON CUCTEMBI, €€ CPeACTB, CUCTEM CBA3W U Nepesayn AaHHbIX.

CocTtaB Mep 3aWuTbl MHopMauun 1 1x 6asoBble HA6OpPbI A1 COOTBETCTBYIOLMX KMACCOB 3aLUMLLEHHOCTU
MHDOPMAaLMOHHBIX CUCTEM NpUBEAEHBI B npunoxeHun N 2 K HacToswmM TpeGoBaHUSM.

20.1. Mepbl N0 ngeHTurKkauum n ayteHTndukaumm cy6bekToB AocTyna U O06bEeKTOB [O0CTyna AOSDKHbI
obecrneymBartb MNPUCBOEHME CyObekTaM U O0O0bekTaM [ocTyna YHWKa/lbHOrO npu3Haka (MaeHTudmkaropa),
CpaBHEHNE MNpeabsBASEMOro cyobekToM (06bEeKTOM) AocTyna waeHTudmkatopa C NepedyHeM MPUCBOEHHbIX
NAeHTUMKATOPOB, a TakkKe NPOBEpKY MPUHAAIEXHOCTM CyObEKTY (0ObEKTY) AocTyna npeabsBEHHONO UM
naeHTurkaTopa (noaTeepXaeHne NoAMHHOCTH).

20.2. Mepbl N0 ynpaBfeHU0 JOCTYNOM CyGbLEKTOB A0CTyna K 06bekTaMm A0CTyna AO/KHbI 06ecrneumsarb
ynpaeneHue npaesamy U MPUBUIETMSIMU CYyBBLEKTOB A0CTYNa, pasrpaHuuYeHure [ocTyna CyGbekToB JocTyna K
0o6beKTaM [AOCTyna Ha OCHOBE COBOKYMHOCTU YCTAHOB/IEHHbIX B WH(OPMAUMOHHOM cucTeMe npaBus
pasrpaHuyeHnst 4OCTyna, a Takke 06ecrneurBaTh KOHTPO/b COBTIOAEHNS 3TVX NPaBusl.

20.3. Mepbl N0 OrpaHUYeHio NPOrPaMMHOIL cpeapbl A0MKHbI 06ecneunBaTh YCTAHOBKY U (M) 3amnyck TOMbKO
paspeLlLeHHOro K MCMO/Mb30BaHWI0 B MHOPMALMOHHON CUCTEME MPOrPaMMHOIO OGecneyeHust WM UCKoYaThb
BO3MOXHOCTb YCTAHOBKM M (U/IM) 3amycka 3anpelieHHOro K WCMosib30BaHWio B MH(IOPMAaLMOHHON cucTeme
NporpaMMHOro o6ecneyeHust.

20.4. Mepbl N0 3alUMTEe MaLUMHHbIX HOcuUTenein wHgopmauun (cpeactea 06paboTkn  (XpaHeHUs)
MH(OPMAUMK, CbEMHblEe  MalUMHHbIE  HOCUTENN  MHGIOPMAUMK)  AO/MKHbI  UCKIKYaTb  BO3MOXHOCTb
HECaHKLMOHMPOBAHHOIO A0CTyNa K MalVMHHBIM HOCUTENSM M XPaHAWENcs Ha HuX MHopMauuu, a Takke
HeCaHKLMOHNPOBaAHHOE MCNO/Ib30BaHWEe CbEMHbIX MaLUMHHBIX HOocuTeneli nHdopmaumn.

20.5. Mepbl Mo peructpauuy cobbiTuii 6e30MacHOCTU JO/MKHBI 06GecneynBaTh CH60p, 3anucb, XPaHeHUe U
3alMTy UHOPMALIMK O COBLITUSX 6€30MacHOCTM B MH(DOPMALMOHHOM CUCTEME, a TakkKe BO3MOXHOCTb NPOCMOTpa
1 aHanmn3a MHGOPMaLUM 0 TakMxX COBbITUSIX U pearrpoBaHne Ha HUX.

20.6. Mepbl N0 aHTUBUPYCHOW 3awmTe A0/MKHbI 0becrneymBarb 06HapyxeHue B MHAPOPMAaLIMOHHOW cucTeme
KOMMNbIOTEPHbLIX ~ MNporpaMM  IM60  WMHOW  KOMMbIOTEPHON  MHOpMauMu,  MNpefHasHaydeHHon  gns
HEeCaHKLVOHUPOBAHHOIO YHUUTOXEHMS, 6/I0OKMPOBaHNs, MoAMNMKaLMKN, KONMPOBaHMSA KOMMbIOTEPHON MHGOopMaLmm
UAn HeWTpasM3auumn cpeacTB 3alnTbl MHQOPMaLuK, a Takke pearnpoBaHvue Ha 06HapyXeHne 3TUX nporpamm u
WHhopmauuu.

20.7. Mepbl No O6GHapyXeHuw (MpegoTBPALLEHNIO) BTOPXEHWA O0/MKHbI 06ecneunBaTb OOGHapPYXeHue



AelicTBuiA B MHGOOPMALMOHHOM CUCTEME, HanpaB/iEHHbIX Ha NPeAHaMEPEHHbI HECaHKUMOHUPOBaHHbIA A0CTYN K
MHcopmaumm1, cneunasibHble BO3A4ENCTBMA HA WHGOPMAUMOHHYIO CUCTEMY M (MIM) MHOpMauuio B LEAX ee
[06bIBaHUS, YHUUTOXEHNS, NCKaXKEHUST U B/IOKMPOBaHNSI AOCTYNa K MHGDOpMaLMK, a Takke pearmpoBaHue Ha 3Tu
OencTBuS.

20.8. Mepbl N0 KOHTPO/IO (aHaNM3y) 3allyLeHHOCTM UHADOPMAaLIMK [0/MKHbLI 06eCcneunBaTb KOHTPOSb YPOBHS
3aLLLEHHOCTM MHGYOPMaLIMK, coflepXalleiics B MHDOPMALMOHHO cucTemMe, NyTeM NPOBeAEeHUs MEPONPUSTUIA No
aHanM3y 3alMLLEHHOCTM MHPOPMALMOHHOV CUCTEMBI M TECTUPOBAHUIO €€ CUCTEMbI 3aLLUTLI MHOPMAaLMN.

20.9. Mepbl MO 06ecnevYeHntd LEeTIOCTHOCTM  MHADOPMALMOHHON CUCTEMbI M MHAIOPMALMN  LODKHbI
obecneumBarb OOHapyXeHWe (aKkToB HECAHKLUOHMPOBAHHOIO HapyLleHUs LeMOCTHOCTM MH(OPMaLVNOHHON
CUCTEMbI U cofdepxalleiics B Heil MHopmauuKn, a Takke BO3MOXHOCTb BOCCTAHOB/IEHMSI MHGOOPMAaLMOHHOWN
CUCTEMbI 1 coaepXalleincs B Heli nHdhopmauuu.

20.10. Mepbl No o6ecneyeHnto AOCTYNHOCTM UHADOPMALLIMK A0/KHbI 0GECTIeUVBaTL aBTOPU30BaHHBIA A0CTYM
nosib30BaTeseil, UMeKLWMX npaBa Mo TakoMy AOCTyny, K uvHopMaumu, cofepxallelics B MH(OPMaLMOHHOM
cUCTEME, B LUTATHOM pexmme OyHKLUOHMPOBAaHNS UHOPMALMOHHOW CUCTEMBI.

20.11. Mepbl N0 3awWwuTe cpefpl BUPTyanmM3aumMum AO0MKHbI WUCKAYATb HECaHKLUMOHUPOBAHHbIA A0CTYyN K
WHpopmaunn, obpabaTbiBAEMO B BUPTyaNlbHOW WH(PacTpykType, W K KOMMOHEHTam BUPTyasibHOM
WHPaCTPYKTYpbI, a Takke BO3AeNCTBME Ha NHGOPMALIMIO 1 KOMIMOHEHTLI, B TOM YUC/e K CPeACTBaM ynpasneHus
BUPTYya/IbHOW WHQPACTPYKTYPOW, MOHMTOPY BUPTYasibHbIX MaluH (TMNepBM30pY), CUCTEME XpaHEHMS AaHHbIX
(BKNtOYASE CUCTEMY XpaHEHNsi 06pa30B BMPTYasibHOM MHGPACTPYKTYPbI), CETN NEpefayn AaHHbIX Yepes 3/IEMEHTHI
BUPTYya/IbHOW Mnn n3nyecKkoin MHppacTPyKTypbl, FOCTEBLIM OMNEpPaLMOHHBIM CUCTEMAaM, BUPTYa/lbHbIM MaluvHam
(kOHTEiHepaM), cucTeEME W CEeTW PenvKaunv, TEPMUHASIBHBIM U BMPTYa/ibHbIM YCTPOMCTBaM, a Takke CUCTEME
pe3epBHOro KOMMpPOBaHUA U CO34aBaeMbIM €10 KOMUAM.

20.12. Mepbl N0 3alWUTe TEXHUYECKMX CPEACTB AO/MKHbl WCKNKYaTb HECaHKUMOHMPOBAHHLIA AOCTYN K
CTauMOHapHbIM TEeXHMYECKMM cpeacTBaM, oOb6pabaTtbiBatolM MHGOPMaLMI0, cpeacTBam, 06ecneynBaroLLnm
PYHKLUMOHMPOBaHNE WH(OPMaLMOHHON cucTeMbl (fanee - cpeactBa obecneveHns OyHKUWMOHWPOBaHUS), U B
NMOMELLEHMS, B KOTOPbIX OHM MOCTOSIHHO PacCno/IOXKEHbI, 3aLLUTY TEXHUYECKUX CPEACTB OT BHELLHWUX BO3AENCTBUIA, a
Takke 3almTy MHopmauun, NpeacTaBneHHOW B BUAEe UHOPMATMBHBIX 3/IEKTPUUYECKUX CUTHA/IOB U (DU3NYECKMX
none.

20.13. Mepbl no 3awmte MHPOPMALMOHHON CUCTEMbI, €€ CPeACTB, CUCTEM CBSA3M U Mepefayn [aHHbIX
OO/DKHbI  0becneunBaTtb 3alUTy WHopMaumm npu B3auMOAENCTBUN WMHAOPMALMOHHOW CUCTEMbI WU ee
OTZEeNbHbIX CErMEHTOB C MHLIMU WHDOPMALMOHHLIMU CUCTEMaMWU U MHAPOPMAaLMOHHO-TENIEKOMMYHMKALMOHHLIMM
ceTsAMU NOCPEeACTBOM NPUMEHEHUS apXUTEKTYPbI MHOPMALMOHHOW CUCTEMbI, MPOEKTHBLIX PELLEHUI No ee cucteme
3allUmMTbl MHpopMauun, Hanpas/eHHbIX Ha obecrneyveHre 3alnTbl Hopmauun.

21. Bbi6op Mep 3awuTbl MHGOPMALMK A1s UX peasiv3aumy B MH(DOPMALMOHHOW CUCTEME B paMKax ee
CUCTEMBI 3aLWMTHI MH(OPMALMK BK/THOUAET:

onpefeneHne 6a30BOro Habopa Mep 3alUTbl MHAOPMALMKU A/ YCTAHOBMEHHOIO Knacca 3allMLEHHOCTU
MHDOPMALIMOHHOW CMCTEMbI B COOTBETCTBUM C 6a30BbIMU HAGopaMu Mep 3alluThbl MHpopMaLymn, NPUBEAEHHLIMI B
npunoxeHun N 2 K HacToswmm TpeboBaHUAM;

aganTauuto 6a30BOro Habopa Mep 3almTbl MHOPMaLUM NPUMEHUTENBHO K CTPYKTYPHO-(YHKLMOHA/IbHBIM
XapakTepucTmkam NHOpPMaLMOHHOIA CUCTEMBI, NHOPMaLMOHHBIM TEXHOSIOTUSIM, 0COBEHHOCTSAM
hYHKLMOHMPOBaHMS UH(DOPMALIMOHHON cMcTeMbl (B TOM 4KC/le NpedycMaTpyBaroLLyo UCKIOYEHNE 13 6a30BOro
Habopa Mep 3awuTbl MHhOpMaLMM MepP, HENOCPEACTBEHHO CBSA3aHHbIX C MH(POPMALMOHHLIMU TEXHOMOMMSAMU, He
MCMONb3YEMbIMA B WH(POPMALMOHHOA CUCTEME, WU CTPYKTYPHO-(DYHKLUMOHASIBHBIMU  XapaKTepUCTUKaMK, He
CBOWCTBEHHbIMW MHADOPMALIMOHHON CUCTEME);

YTOUHEHVE afanTMpoBaHHOTO 6a30BOr0 Habopa Mep 3alMTbl MHPOPMALMK C YYETOM He BbiGpaHHbIX paHee
Mep 3aluTbl MHGOPMAaLMK, NPUBEAEHHLIX B NpuaokeHun N 2 K HacTosilwmm Tpe6GoBaHusIM, B pesysibTate 4ero
onpefensioTcs Mepbl 3aluThl MHGOpMauun, o6ecrnedvBatolime G/IOKMpoBaHWe (HEWTpasM3auui) BCeX Yrpos
6e30MacHOCTN MH(OPMALIM, BK/THOUYEHHBIX B MOAE/b YTPo3 6e30MacHOCTW MH(OPMaLIMK;

[IONOSIHEHME YTOYHEHHOro aAanTUPOBaHHOTO 6a30BOTO HaGopa Mep 3alyTbl MHOpPMaLUM  Mepamu,
o6ecneunsaloLMMI BbINOSHEHVE TPe6oBaHWiA 0 3aliyTe UHAPOPMALIMK, YCTAHOB/IEHHLIMU UHLIMU HOPMAaTUBHLIMU
NpaBoBbIMY aKTaMmn B 0611aCTV 3alluThl MHGYOPMALMK, B TOM HYUC/E B 06/1aCTU 3aLLMTbI NEPCOHASTbHBIX JaHHbIX.



[nsa Bbibopa mep 3alWmTbl MHOpMaLMKU 471 COOTBETCTBYIOLLErO Knacca 3aliMeHHOCTY UHGIOPMALLMOHHO
CUCTEMbI TMPUMEHSAOTCA METOAMYECKME [OKYMEHTbI, pa3paboTaHHble W yTBepxAeHHble PCTIK Poccun B
COOTBETCTBMM C MOANYHKTOM 4 nyHkTa 8 lMonoxeHus o depepanbHoli cnyxbe no TEXHUYECKOMY M 3KCMOPTHOMY
KOHTPOJII0, YTBEPXAEHHOTO Ykasom MNpesungeHTta Poccuiickoin depgepaumm ot 16 asrycta 2004 r. N 1085.

22. B HopMaLMoHHON cucTemMe COOTBETCTBYIOLLENO Knacca 3alUILeHHOCTU B paMKax ee CUCTEMbI 3alluTbl
MHopMaLMK A0/MKHbI ObiTb peasin3oBaHbl Mepbl 3alWuUTbl MHChopMaLuK, BblGpaHHbIE B COOTBETCTBUM C MYHKTOM
21 HacTosiwmx TpeboBaHuii M obecnedvBalowme 6/10KMPOBaHME (HENTpasmM3aumio) BCeX Yrpo3 6e30nacHoCTU
WHhopmaunu.

Mpn 3TOM B MHGOPMALMOHHON CUCTEME [O/MKEH OblTb, Kak MWUHMMYM, peasin3oBaH afanTMpPOBaHHbIN
6a30Bbli Habop Mep 3awmTbl WHGOpMauMM, COOTBETCTBYHLUNA YCTAHOB/IEHHOMY K/accy 3allMLEeHHOCTU
WMHOPMaLMOHHO CUCTEMBI.

22.1. B cnyyae ecnu  Mepbl  3alWuTbl  MHAOpMaLMKW, peanin3oBaHHble B MHhOpMaLMOHHO-
TEeNIEKOMMYHMKALUMOHHOW WHGPaCcTPYKType LeHTpa 06paboTku faHHbIX, obecrneunmBardT OG/10KMpOBaHME Yrpo3
6e30MacHOCTU MHbopMaunn, akTyasbHbIX A1 (OYHKUMOHMPYHOLWER Ha ero 6ase MHOPMAaLMOHHON CUCTEMBI,
NPUHATNE AONOSHUTENBHBLIX Mep 3aluTbl MHOPMaUuK B AaHHO MH)OPMaLMOHHOK cucteme He TpebyeTcs. Mpwu
3TOM MOMIHOMOYMSI B YacTWM 3aliMTbl MHOPMAUMM [O/KHbI ObiTb pacnpedeneHbl Mexay onepaTopoMm
WH(OPMALIMOHHOW CUCTEMbI 1 OMEPATOPOM MHOPMAaLMOHHO-TENIEKOMMYHMKALMOHHOW UH(PACTPYKTYPbI LIEeHTpa
06paboTKM AaHHbIX.

(n. 22.1 BBegeH lMpukazom ®CTIK Poccun ot 28.05.2019 N 106)

23. lMpu HEBO3MOXHOCTU peanv3aumn B WMHAOPMALMOHHOW CUCTEME B paMKax ee CUCTEMbl 3aluThbl
nHOpMaLMN OTAENbHbIX BblOpaHHbIX Mep 3awuTbl MHhopMaLuy Ha aTanax ajgantauuu 6a30BOro Habopa mep
3aWwmTbl MHhopMaLuM MM YTOYHEHNS afanTMpOBaHHOro 6a30BOro Habopa mMep 3awmTbl MHGOPMAaLMU MOTyT
pa3spabaTtbiBaTbCsi MHble (KOMMEHCUPYHOLLME) Mepbl 3awmuTbl MHOPMaLuM, obecneynBarollime afeKBaTHOe
6/710KMpoBaHne (HenTpanmsaumio) yrpo3 6e3onacHoCTy MHhopmauun.

B atom cnydae B xofe pas3paboTkm cUCTEMbl 3aliMTbl MHpOpMauUm UHAPOPMAaLMOHHON CUCTEMbI LO/HKHO
ObITb NPOBeAeHO 060CHOBaHME MNPUMEHEHUS KOMMEHCUMpPYKLWUX Mep 3awuTbl  MHGopMauuu, a npu
aTTeCTauMOHHbIX WCMNbITAHUAX OLEeHeHa [AO0CTaTOYHOCTb UM afeKBaTHOCTb AaHHbIX KOMMEHCUMpYHWUX mep Ans
6/10KMpOoBaHWs (HeTpanusaummn) yrpos 6esonacHoCcT MHopMaLnn.

24, Mepbl 3aWyTbl MHOPMaLMN BbIOMPAKOTCA U peannsytoTcs B MHAOPMaLMOHHOW CUCTEME B paMKax ee
CUCTEMbI 3aWMTbl MHhOpMaLMK C YH4ETOM Yrpo3 6e30nacHOCTX MHAhopMaLMN NPUMEHUTESbHO KO BCEM 06beKkTam U
cybbektam [oCcTyna Ha annapaTtHOM, CUCTEMHOM, MPUKNaAHOM WM CETEBOM YPOBHSIX, B TOM uucne B cpege
BUPTYa/n3aumm n 061a4vHbIX BbIYNCIEHWIA.

25. OpraHu3auyoHHble Mepbl U CPeAcTBa 3alyTbl MH(OPMAaUMK, MPUMEHSIEMbleE B MHDOPMAaLVIOHHOW
cucTeMe, A0MKHbI 06ecrneumnBarh:

B MHDOPMALMOHHBIX cucTeEMax 1 knacca 3aliMLLEeHHOCTU - 3aluTy OT yrpo3 6e30nacHoOCTM MHgopMauun,
CBA3aHHbIX C AEeCTBUSMN HapyLUMTEsei C BbICOKMM NOTEHLUAIOM;

B MHDOPMALMOHHBLIX CUCTEMAX 2 Knacca 3aliMLLIEHHOCTU - 3aluTy OT Yrpo3 6e30MacHOCTM MHJIopMaLluu,
CBSI3aHHbIX C AECTBUSMM HApyLUMTESIei C MOTEHLMA/IOM HE HXE YCUEHHOTO 6a30BOr0;

B MHPOPMaLMOHHbIX cucteMax 3 kracca 3alyWeHHOCTM - 3alWuTy OT Yrpo3 6e30MacHOCTU UHGIopMaLLMK,
CBSI3aHHbIX C AENCTBUSIMW HapyLUUTeneli ¢ NoTEHLUMaIOM He HKe 6a30BOro.

MoTeHuman HapylmTenen onpeaensieTcs B Xof4e OLUEHKM UX BO3MOXHOCTEN, NPOBOAMMON Npu onpeaeneHnm
yrpo3 6e3onacHOCTV MHhOpMauun B COOTBETCTBMM C NMyHKTOM 14.3 HacTosAwmx TpeboBaHwii.

OnepatopoM MOXeT OblTb MNPUHATO peLlleHne O MNPUMEHEHUM B  MHGOPMALMOHHOW CUCTeEME
COOTBETCTBYIOLLENO Knacca 3alueHHOCTU Mep 3awWuTbl MHdopMalun, obecneyvBatowmx 3awuTy OT Yrpos
6e30nacHOCTU MHGOPMALIMK, peasi3yeMblX HapyLLINTeAMU ¢ 60/1ee BbICOKAM NOTEHLNAIOM.

(n. 25 B pea. Mpukasa PCTIK Poccum ot 15.02.2017 N 27)

26. TexHUYEeCKMEe Mepbl 3aLUTLI MH(OPMALMK PEANU3YTCSH NOCPEACTBOM MPUMEHEHUS CPELCTB 3alUmMThbI
MHhopMaLmKu, B TOM 4yucsie NPOrpaMMHbIX (MPOrpamMMHO-annapatHbiX) CPefCTB, B KOTOPbIX OHW peasn3oBaHsbl,
UMetLLUX Heobxoanmble pyHKLMM 6e3onacHocTu. Mpu 3ToM:



B I/IHqJOpMaLU/IOHHbIX cuctemax 1 knacca 3almnueHHOCTN NPpUMEHAKDTCA cpeacTea 3alUThbl |/|H¢)opmau,vw| He
HWXe 4 knacca, a Takxe cpencrtea BbIUNC/INTENBHOM TEXHUKM HE HWXKe 5 Knacca,

B MHDOPMALMOHHBIX cUCTEMAXx 2 Knacca 3allyLeHHOCTM NPUMEHSIIOTCS cpeAcTBa 3alyThl MHopMaL iy He
HKe 5 Knacca, a Takke CPeAcTBa BblUMC/IUTENBHON TEXHUKU HE HIKe 5 Knacca,

B I/IHCbOpMaLI,I/IOHHbIX cuctemax 3 knacca 3alMULEHHOCTN NMPUMEHAKOTCA CpeacTBa 3allinThbl I/IHCbOpMaLI,I/II/I 6
Knacca, a Takxke cpeacrtea BbIUNC/IUTENBHOI TEXHUKM HE HKe 5 Knacca.

B MHdopMauUmoHHbIX cucTeMax 1 kiacca 3awuleHHOCTU MPUMEHSIITCA CepTudmumpoBaHHble CpeacTBa
3aWwmTbl MHopMaumMKn, COOTBETCTBYHOLWME 4 WM 60/1ee BbICOKOMY YPOBHIO AoBepus. B MHGOPMAaUMOHHBIX
cucTteMax 2 Knacca 3awuleHHOCTM MPUMEHSAIOTCA CcepTUULMpoBaHHble CpeacTBa 3awmTbl MHAOpMaLMK,
COoOTBEeTCTBYyWOWME 5 nnm 605ee BbICOKOMY YPOBHI foBepus. B uHdopmauMoHHbIX cucTeMax 3 kacca
3alMLEHHOCTU NPUMEHAIOTCA CepTUdULMPOBaHHbIE CPeAcTBa 3allMTbl MHhopMauuu, COOTBETCTBYIOWMNE 6 nn
60/1ee BbICOKOMY YPOBHIO JOBEPUS.

(B peq. Mpukasa CTIK Poccuun ot 28.05.2019 N 106)

Knaccol 3aluTbl U YPOBHN LOBEPUA ONPESENSTCA B COOTBETCTBMM C HOPMATUBHbLIMU NPAaBOBbLIMU akTamm
®CT3IK Poccun, nsgaHHbIMM B COOTBETCTBUM C NoANyHKTOM 13.1 nyHkTa 8 MonoxeHns o deaepasibHOn ciyxoée no
TEXHMYECKOMY WM 3KCMOPTHOMY KOHTPOSO, YTBEPXAEHHOro Ykasom [pe3ngeHta Poccuiickoin depgepauun oT 16
asrycta 2004 r. N 1085.

(B peg. Mpukasa PCTIK Poccun ot 28.05.2019 N 106)

B MHOPMaUMOHHBIX CUCTEMAax MPUMEHSIIOTCA CPeAcTBa 3aluTbl MHhopMauun, cepTudmumpoBaHHble Ha
COOTBETCTBME 0653aTe/bHbIM TPeboBaHNAM No 6e30nacHOCTK MHhopMauun, yctaHosieHHbIM @CTIK Poccnun, nnm
Ha COOTBETCTBUE TpPebOBaHMAM, yKasaHHbIM B TEXHWYECKMX YCNOBUAX (3agaHusax no 6esonacHocTtu). MNpy aTom
doyHKUMN 6e30NacHOCTU TaKMX CPEACTB A0/MKHbI 06ecneunBaTb BbINO/IHEHNE HACTOALWMX TpeboBaHuiA.

(n. 26 B pea. Npukasa PCTIK Poccum ot 15.02.2017 N 27)

26.1. lMpu NPOEKTUPOBAHMN BHOBb CO34aBaeMblX WAN MOLEPHUINPYEMBIX WHAOPMALMOHHBLIX CUCTEM,
UMELWMX AO0CTYyN K MH(POPMaLNOHHO-TENIEKOMMYHMKALMOHHOW ceTn  "VIHTepHeT", [O/KHbl  BblGUpaTbcs
MapLupyTU3aTopbl <2>, cepTUIULMPOBaHHbIE HA COOTBETCTBME TpeboBaHWAM Mo 6e30nacHoOCTM MHdopMauun (B
4yacTu peasiM30BaHHbIX B HUX CDYHKUWMI 6e30nacHOCTN).

(n. 26.1 BBepeH lMpukazom ®CTIK Poccun ot 28.05.2019 N 106)

<2> MyHKT 4 rnasbl 1l Knaccudpmkaumy cpedcts nporpamMmmHoOro, TeXHMYecKoro obecneyeHus, pabor un ycnyr
(npunoxenne N 2 K MeToAMYECKMM YKa3aHWAM MO OCYLLECTBIEHUIO yyeTa WH(OPMALUOHHbIX CUCTEM W
KOMMNOHEHTOB  MHMOPMAaLNOHHO-TENEKOMMYHUKALNOHHON  MHDPACTPYKTYpbl,  YTBEPXAEHHbIM  MPUKA30M
MwuHkomceBa3n Poccum ot 31 mas 2013 1. N 127).
(cHocka BBegeHa Mpukasom PCTIK Poccun ot 28.05.2019 N 106)

27. B cnyyae 06paboTkn B MHpOPMaLUMOHHOI cnucteme nHopmaumm, cogepxatleli nepcoHasbHble AaHHbIE,
peanunsyemble B COOTBETCTBMM C MyHKTamu 21 1 22 HacToswmx TpeboBaHmWii Mepbl 3alyTbl MHOPMaLUN:

[N THDOPMALMOHHOW cucTembl 1 Kacca 3allylieHHOCTM obecneunBatoT 1, 2, 3 U 4 ypoBHUW 3aLLMLLEHHOCTA
NepCOoHa/TbHbLIX AaHHbIX <1>;

<1> YcTaHaB/MBaeTCA B COOTBETCTBMU C TpeboBaHWAMM K 3aliuTe MepCcoHasIbHbIX AaHHBLIX MpU KX
06paboTke B WHMOPMAUMOHHLIX CUCTEMax MepPCOHasIbHbIX [AaHHbIX, YTBEPXAEHHbIMA MNOCTAHOB/IEHNEM
MpasuTenbcTBa Poccuiickoin degepaumm ot 1 Hos6ps 2012 . N 1119.

AN MHChOPMAaUVOHHOM cncTeMbI 2 Krlacca 3allymLLeHHOCT obecneunBatoT 2, 3 U 4 YyPOBHM 3aLLMLLEHHOCTH
NepcoHaIbHbIX AaHHbIX <*>;

AN MHPOpPMaLMOHHOW cucTeMbl 3 Kracca 3allWLLEHHOCTM o6ecneunBaloT 3 U 4 YpoBHM 3allyLLIEHHOCTM
NepPCOHasTbHBIX JaHHbIX <*>;

ab63au, uckntoyeH. - NMpukasz PCTIK Poccum ot 15.02.2017 N 27.



28. Mpu UCMo/b30BaHUM B MHDOPMALMOHHBIX CUCTEMAX HOBbIX MH(DOPMALMOHHBIX TEXHO/TOMUIA U BbISIBAIEHWN
LOMOTHUTENBHBIX Yrpo3 6e30MacHOCTY MHAOPMAaUMK, AN KOTOPbLIX HE omnpeaeneHbl Mepbl 3alumTbl MHopMaLmu,
[O/MKHbI Pa3pabdaThbiBaTLCH KOMMNEHCHPYHOLLME MEPLI B COOTBETCTBUM C NYHKTOM 23 HacTosLmx TpeboBaHuii.

MpunoxeHne N 1

K TpeboBaH/sM O 3almTe nHdopmaymu,

He COoCTaBnALLEel rocyaapCTBEHHYIO Taliny,
coaepxalleiica B rocygapCTBEHHbIX
WH(POPMaLMOHHBIX CUCTEMAX

OMPEAENEHNE KNACCA 3ALVWEHHOCTU UHOOPMALMOHHOW CUCTEMbI

CnncokK N3MEeHsILWUX AOKYMEHTOB
(B peg. MNMpukasza ®CT3IK Poccuum ot 15.02.2017 N 27)

1. Knacc 3auymiieHHocTV nHdhopMaLMoHHoi cuctembl (Nepseiii knacc (K1), BTopoli knacc (K2), Tpetuii knacc
(K3)) onpegensietcd B 3aBUCUMOCTM OT YPOBHSA 3HA4YMMOCTM MHdopMauun (¥Y3), obpabaTbiBaemoii B 37O
MHOPMaUNOHHOW cucTeme, ¥ MacwTtaba WHAOPMALMOHHONW cucTembl (doeaepasibHbIi,  pPErnoHaNbHbIN,
OOBEKTOBBIN).
(B pegs. Mpukasza PCTIK Poccuum ot 15.02.2017 N 27)

Knacc 3awmueHHocTr (K) = [ypoBeHb 3HAUMMOCTU MHhopMaLMK; MacluTab CUCTEMBI].

2. YpoBeHb 3HAUYMMOCTU MHQOpMaLUN OnpesenseTca CTeNeHbld BO3MOXHOro yulepba nns obnaparens
WUHpopmaunm (3akaszumka) u (Mnn) onepaTopa OT HapyLIEHMS1 KOH(UAEHUMaIbHOCTM (HEeNpaBOMEpHbIE AO0CTYM,
KonupoBaHve, NpefocTaB/eHWe WM pacnpocTpaHeHue), LUesoCTHOCT (HenpaBOMEPHbIE YHUUTOXEHWE Wan
mMoamMMuMpoBaHme) Umn OCTYNHOCTU (HenpaBoMepHoe 6/10KMpoBaHne) NHopMaLmn.

¥3 = [(koHhmnaeHUnansHOCTb, cTeneHb yulepba) (LenocTHOCTb, CcTeneHb yulep6a) (4OCTYMHOCTb, CTeneHb
yuwep6a)],

rge cTeneHb BO3MOXHOIO yulepba onpegenserca ob6nagareneM uHgopmauunm (3akasdmkom) u  (1nnwm)
ONepaTopoM CaMOCTOATENbHO SKCNEPTHBIM UM UHBIMU METOAAMU U MOXET ObiThb:

BbICOKOW, e€ecnn B pe3ynbTate HapylweHus OAHOTO0 M3  CBOWCTB  6e3omacHOCTM  MHdhopmamn
(kOH(bMAeHUNaTbHOCTH, LEeNOCTHOCTU, AOCTYNHOCTM) BO3MOXHbI CYLLECTBEHHble HeraTvBHble MNOCNEACTBUSA B
COLMA/IbHOW, NOIMTUYECKOW, MeXAYHapOAHO!, 3KOHOMMUYECKO, OMHAHCOBOW WM MHbIX 061aCTAX AeATeIbHOCTU U
(wnv) mHGopmMaumoHHaa cuctema u  (unmn) onepatop (obnagarens WHOPMaUUM) He MOryT BbINOSHATL
BO3/10XKEHHbIEe Ha HUX DYHKLUN;

cpeagHe, ecnn B pe3ynbTate  HapylweHuss OAHOro M3  CBOWCTB  6e30nacHOCTM  MHGopMauuu
(KOH(bMAEHUNaTbHOCTKM, LIeNOCTHOCTW, [AOCTYMHOCTU) BO3MOXHbl YMEpEHHble HeraTvBHble MOCAeAcTBUS B
coumanbHOM, NOANTUYECKON, MEXAYHAPOAHON, 3KOHOMMYECKOW, (OMHAHCOBOW NN UHbLIX 061aCTSX AEATENbHOCTU U
(nnn) nHopmMauunoHHasa cuctema U (Uu) onepatop (o6nagartesib MHOpMaLUM) He MOTyT BbIMOHATL XOTA Obl
OfHY 13 BO3/T0XEHHbIX Ha HUX (DYHKLMIA;

HW3KOW, €eciM B  pesy/brate  HapylweHWss OZHOT0 M3  CBOMCTB  6€30MacHOCTM  MHGopMaumm
(KOHhMAEHUMANBHOCTI, LIE/IOCTHOCTM, AOCTYMHOCTN) BO3MOXHbI HE3HAUYUTE/IbHblE HEraTUBHbIE MOCMEACTBUS B
coumanbHO, NONTUYECKON, MEXAYHAPOAHON, 3KOHOMMYECKOW, (OMHAHCOBOW NN UHbLIX 06/1aCTSX AEATENbHOCTU U
(nnn) nHpopmaumoHHasa cuctema u (Mnu) onepatop (o6nagarens MHAOPMaLUN) MOTYT BbIMOMHATL BO3/TIOXEHHbIE
Ha HUX YHKUMM C HeJoCTaTovyHON 3S(GEKTUBHOCTLIO WAW  BbINOMIHEHWE (OYHKLUMA BO3MOXHO TOJSIbKO C
NPUBEYEHNEM AONOMHUTENbHbIX CU N CPEACTB.

WHcpopmaLmss umeet BbICOKMIA ypoBeHb 3HaummocTn (Y3 1), ecnm xoTa 6bl Ans O4HOTO M3 CBOWCTB
6e30nacHOCTV MHdopMaLUumn (KOHPUAEHLMA/TLHOCTH, LE/TOCTHOCTU, AOCTYNHOCTW) ONpeAerieHa BbiCOKast CTeNneHb
yuwepba. VHdopmaumsa mmeeT cpefHuili ypoBeHb 3Haummoctn (Y3 2), ecnm xoTs 6bl Ans O4HOro M3 CBOWCTB



6e3onacHoOCTU nHchopmMaumm (KOHhUAEHLMATbHOCTH, LeNOCTHOCTU, AOCTYNHOCTN) onpeneneHa cpefHsas cTeneHb
yuwiep6a 1 HeT HM OOHOrO CBOWCTBA, O/1 KOTOPOro onpefeneHa BbiCOokas cTeneHb yulepba. ViHdopmauus nmeet
HM3KWiI1 ypoBeEHb 3HaUMMocCTH (Y3 3), ecnv Ana Bcex CBOWCTB 6e30nacHoCTM MHdopMauun (KOHDUAEHUNATbHOCTH,
LeNOCTHOCTH, AOCTYMHOCTKN) ONpeaesieHbl HU3KNE CTeNeHN yuepoa.

A63aL nckoudeH. - NMpukasz PCTIK Poccum ot 15.02.2017 N 27.

Mpn 06paboTKe B MH(OPMAUUOHHON cUCTEME ABYX W 6osiee BUAOB MHopMauun (cnyxebHaa TaiiHa,
Hasl0roBas TaillHa M WHble YCTaHOB/IEHHblE 3aKoHOAAaTenbCTBOM Poccuiickoit Pepepauun Buabl MHoOpMaLm
OrpaHNYEeHHOro A0CTyNna) YPOBEHb 3HAYMMOCTU MHAopmauun (Y3) onpefensartca OTAeNbHO /18 KaXkAoro suaa
nHcopmaumm. TOroBblii ypoBEHb 3HAYMMOCTU MHpopmauun, obpabatbiBaemMoii B MHGOPMALMOHHOK cucTeme,
yCTaHaB/IMBAETCA MO  HaMBbICLUMM  3HAYEHUSIM  CTEMEHW BO3MOXHOIO  yulepba, onpegesieHHbIM AN
KOH(PMAEHUMATBHOCTH, LENOCTHOCTH, AOCTYMHOCTM MHA)OPMALIMKN K&XKA0ro Braa nHdopmaLmn.

3. ViHhopmaumoHHasn cuctema mmMeeT doedepasibHblii MacliTad, ec/im oHa OYHKLUMOHMPYET Ha TeppuTOpuK
Poccuiickon ®epepauun (B npefgenax hegepasibHOrO OKpyra) M UMEET CermMeHTbl B cybbekTax Poccuiickoit
degepauunn, MyHULMNASIbHLIX 06pPa30BaHUsIX 1 (M) opraHmM3aunsx.

VHdhopMaLMOHHasa cucTema MMEET PEermoHaslbHbIA MacwiTad, ecnm oHa (PYHKUMOHUPYET Ha TeppuTopun
cybbekTa Poccuiickoint degepaunn 1 UMEET CETMEHTbI B OAHOM WU HECKOTbKUX MYHULMNa/TbHbIX 06pa3oBaHUsX u
(MnKn) NoABEAOMCTBEHHbIX M UHBIX OpraHn3aumsx.

VHdopmaLmoHHas cuctema MMeeT 06bEKTOBbLIA MacluTab, ecnm oHa YHKLMOHMPYET Ha 06bEeKTax OfHOro
doefepanbHOTO OpraHa rocyAapCTBEHHOW BflacTW, OpraHa rocyfapCTBEHHON Bractu cybbekta Poccuiickoi
degepauun, MyHULMNAILHOIO 06pa3oBaHns U (UNK) OpraHn3aLMn U HE UMEET CETMEHTOB B TEPPUTOPUasIbHBIX
opraHax, npeacTaBuTenbcTBax, ounuanax, NnogBe4OMCTBEHHbIX U MHbIX OpraHu3aunsix.

4. Knacc 3awyLieHHOCTN MHDOPMALIMOHHOKN CUCTEMbI ONpeaensieTcsl B COOTBETCTBUW C TabnuLeii:

YpOBEHb 3HAYMMOCTU MacwTtab nHopMaLNOHHOW CUCTEMBI
NMHhopmauumn
depepasibHbIi PernoHasbHbIi OO6bLEKTOBBI
Y31 K1 K1 K1
Y32 K1 K2 K2
Y33 K2 K3 K3

(Tabnuua B peg. Mpukasa PCTIK Poccum ot 15.02.2017 N 27)

Mpunoxexne N 2

kK TpeboBaHMAM O 3awuTe nHdopmaLmm,

He COCTaBNAOLLEN roCyAapCTBEHHYIO TaliHy,
cofepxatielica B rocyfapcTBeHHbIX
VMHPOPMALMOHHBIX cucTeMax

COCTAB
MEP 3AWLNTbI UHOOPMALUN N NX BA30OBbIE HABOPbDI
AnA COOTBETCTBYKOLWENO KNTACCA SAWLWVMWLEHHOCTHN
WH®OPMALIMOHHOW CUCTEMbI

CnNUCoK N3MEHSAILWNX AOKYMEHTOB
(B peg. Mpukasza ®CTIK Poccum ot 15.02.2017 N 27)



YcnosHoe
0603HaveHne
N Homep
Mepbl

Mepbl 3aLLyTbl UHOPMALN B UHEDOPMALIMOHHbIX CUCTEMAX

Knaccbl
3aULLEHHOCTM
NHOPMaLMIOHHOW
CUCTEMbI

3 2 1




I. NaeHTudmkaums n ayteHTudmkaumnsa cyobekToB gocTyna n o6bekToB goctyna (MAD)

VAD.1 NoeHTndmkauma wn  ayTeHTudpmkaums  nonb3oBatene, | + +
ABMALMXCA paboTHMKamMK oneparopa

VNAD.2 NpoeHTudbukaumss mn  ayTeHTUdmKaumMsa YCTPOWCTB, B TOM +
yucne crtaumoHapHbIX, MOBUIBHBIX Y NOPTATUBHbIX

VAD.3 YnpaBneHve naeHtudmkaropamy, B TOM 4yucne cosgaHue,| + +
NPUCBOEHME, YHUUTOXEHWE NAEHTU(MKATOPOB

VAD .4 YnpasneHve cpenctsaMu ayTeHTUduKauuu, B TOM uucne| + +
XpaHeHve, Bblgaya, VHUUManu3auus, 6/10KMpoBaHue CpeacTs
ayTeHTUUKaUUM N MPUHATUE Mep B c/lyvae yTtpatbl U (Mun)
KOMMpomeTauun cpeacTs ayTeHTudmkauum

NAD.5 3awmrta obpaTHO CBA3WN NP BBOAE ayTEHTU(IUKAUMOHHOM | + +
WHchopmauum

VNAD.6 NaoeHTndmkauma n ayTeHTMdmMKauus nosb3oBaTesniein, He| + +
ABMAOLLNXCA paboTHuKamu oneparopa (BHELLHMX
nosib3oBaresnein)

VNAD.7 NpoeHtTudbukaumsa v ayteHTudmkaums o6bekToB hainioBoit

CUCTEeMbIl, 3alyCkaeMbIX U NCNOJIHAEMbIX Mo,qyne|7|, 06bEKTOB
cncTtem ynpab/ieHUA 6azamu AaHHbIX, 006BbEKTOB, co3gaBaeMbIX
npuknagHbiM 1 cneynasibHbIM MporpaMmMHbIM obecneyeHnewm,
WHbIX 06bEKTOB Aoctyna

Il. YnpaBneHne gocTynom cy6bLeKTOB AOoCTyna Kk o6bektam goctyna (YMa)

yrna.1 YnpaBneHvne (3aBegeHvie, akTuBauus, 6710KMpoBaHue u| + +
YHUUTOXEHME) Y4YeTHbIMU 3annucsMu Nosb3oBartesieil, B TOM
yuncrie BHeLWHUX nosib3oBareneii

yna.2 Peann3zaumsa Heob6xoAMMbIX METOAOB (OUCKPELMOHHBINA, |+ +
MaHJaTHbIV, pONEeBOM WAM WHOW MeToAd), TWMNOB (YTEHUE,
3anuncb, BbIMOIHEHWE WM MHOW TUM) U NpaBua pasrpaHuyeHus
Joctyna

yna.3 YnpaBneHve (ounbTpauns, MaplipyTmMsaumsi, KOHTPOAb| + +
COeAVHEHNA, ogHOHanpaBneHHas nepegaya WU WHblE CMOCOObI
ynpasneHns) WMHOpMaLNOHHLIMMN noTokamu Mexay
yCcTpoiicTBaMK, CErMeHTaMyM WHM(OPMAaLMOHHON CUCTEMBI, a
Takke Mexay MHPOoPMaLMOHHbIMU cucTeMamMu

yng.4 Pasgenenne  nonHomounii  (ponei)  nonb3oBaTtenewn,| + +
agMUHUCTPATOPOB n nmuy, obecneunBaroLLmx
OYHKLUNOHNPOBaHNE MHGOPMALMOHHOW CUCTEMbI

yna.s HasHauyeHWe  MUWHMMa/IbHO  HeobxoAWMbIX  npaB uU| + +
nNpvBWUAEIWMA MNOMb30BaTENAM, agMUHMUCTpaATopaMm W uvuam,
obecneuvBaWnM  PYHKLMOHMPOBAHNE  MHGDOPMALMOHHO

CUCTEMBI

yna.e OrpaHuyeHve HeycneLUHbIX NonbITOK BXo4a B| + +
MHGIOPMALMOHHYD cucTeMy (gocTyna K UHGOPMAaLVOHHOW
cucTteme)

yna.7 MpepgynpexpeHne nonb3oBarena npu ero BxoAe B




VMH(OPMALMOHHYO CUCTEMY O TOM, YTO B WHGIOPMALOHHON
CUCTEME peasiM30BaHbl Mepbl 3awuTbl MHOpMaUMK, U O
HeobxoAMMOCTU COBMIOAEHNA UM YCTAHOB/IEHHbIX OMEepPaTtopoMm
npasunn 06paboTkn MHdopMaLmm

yna.s

OnoBelleHne nonb3oBaTens Mnocse YCMnewHoro Bxoda B
MHJIOPMALMOHHYD CUCTEMY O €ro npegblgyliem Bxoge B
MHOPMALMOHHYIO CUCTEMY

ynga.9

OrpaHuyeHue yucra napasiienibHbiX CeaHcoB JocTyna Asis
Kak[oi ydyeTHoii 3anvcy nosb3oBaTens WHGOPMALVIOHHOM
CUCTEMBI

YnJ.10

BrnokvpoBaHne ceaHca pgoctyna B MHAOPMALMOHHYHO
cMcTeMy nocne  YCTAaHOB/IEHHOMO BpeMeHu 6e3aelicTeus
(HeaKTMBHOCTM) No/sb30BaTENA WX MO ero 3anpocy

ynpa.11

PaspelueHne (3anper) [encTBuii nonb3oBaTenei,
paspeLleHHbIX A0 NAEHTUNKaLMM U ayTEHTUGINKALMM

yna.12

Moaaepxka 1 coxpaHeHue aTpubyToB 6e3onacHocTy (METOK
6e30MacHOCTM), CBsI3aHHbIX C MH(opMauyueli B mpouecce ee
XpaHeHus 1 06paboTKu

ynp.13

Peanvzaums 3allMLEHHOMO YAA/IEHHOMO 0CTyNa Cy6beKkToB
JocTyna K o6bekTam  AocTyna  4yepe3  BHELUHWE
MNHPOPMALIMOHHO-TENIEKOMMYHVKALIMOHHbIE CETU

ynp.14

PernameHTaums " KOHTPO/b NCMOosb30BaHNs B
WHOPMALMOHHOI  CMCTEME  TexXHOsIorniA  6ecnpoBOAHOrO
Joctyna

YMA.15

PerﬂaMEHTaLI,I/IFI n KOHTPO/1b Mncnosib3o0BaHNA B
I/IH(*)OpMElLI,VIOHHOVI CUCTEME MOOBU/BbHBIX TEXHNYECKNX cpencTse

YNp.16

YnpaBneHne B3auMOAENCTBMEM C UH(OPMaAUMOHHbIMK
cucteMamm CTOPOHHUX opraHusauuii (BHewWwHVe
WMHPOPMALMOHHbIE CUCTEMBI)

ynpa.17

O6ecneyeHmne [OBEPEHHO 3arpysku cpencTs
BbIYNC/IUTE/TbHO TEXHUKU

IIl. OrpaHnyeHne nporpammHolii cpeabl (OMNC)

onc.1

YnpaBneHne 3anyckom (obpaleHusmMn)  KOMMOHEHTOB
nporpaMmmHOro obecrneyeHuss, B TOM 4WC/e onpegeneHve
3arnycKkaeMblX KOMMOHEHTOB, HacCTpOiika napamMeTpoB 3anycka
KOMMOHEHTOB,  KOHTPO/Ib  3a  3aMyCKOM  KOMIMOHEHTOB
nporpammHoro obecneyeHuns

ornc.z

YnpaBfieHne YCTaHOBKOW (MHCTannsiuveld) KOMMOHEHTOB
nporpaMMHOro o6ecrneyeHusi, B TOM uuc/ie oOnpeaeneHne
KOMMOHEHTOB, nognexalymx yCTaHOBKe, HacTpoiika
napameTpoB YCTAHOBKM KOMMOHEHTOB, KOHTPO/Ib 3@ YCTaHOBKOA
KOMMNOHEHTOB NPOrpamMmMHOro o6ecrneyeHns

oric.3

YctaHOBKa  (MHCTaU11AUMS)  TOMbKO — paspelleHHoro K
MCMNO/Ib30BaHMIO MPOrpaMMHOro obecneyeHns u (uim) ero
KOMMNOHEHTOB




orc.4

YnpaBneHue BpeMeHHbIMK (haiiiamMu, B TOM 4uciie 3anperT,
paspeLlleHue, nepeHanpasneHne 3anucum, ynanexue
BPEeMEeHHbIX (haiinos

IV. 3awuTa MalrHHbIX HocuTenen nadopmavumn (3HN)

3HN.1

YyeT MalLMHHbIX HocuTenei nHdhopmaumm

3HIN.2

YnpaBneHne  JOCTYNOM K MAalUWHHbIM  HOCUTENsIM
MHpopmauum

3HW.3

KoHTposb nepemMeLleHnst MaLLUHHBIX HocuTeneii
UHhopmaLum 3a npegesibl KOHTPOIMPYEMOI 30HbI

3HN.4

WckntoueHne BO3MOXHOCTU HeCaHKLMOHUPOBaHHOIO
03HaKOMIEHNS C codepXXaHnem nHopMaummn, XpaHsLenicsa Ha
MalUUHHBIX HOCUTENsX, U (MAM) WUCMOMb30BaHWA HOCUTENei
MHhopMaLMK B MHbIX MHOPMALMOHHBIX CUCTEMaX

3HN.5

KoHTponb wncnonb3oBaHus wHTepdieincoB BBoga (BbiBOAA)
WMHpopmaunm Ha MallMHHbIE HOCUTENN NHopMaLLMn

3HW.6

KoHTponb BBOAa (BblBOAA) MHGOpMaUUM Ha MalLWHHbIE
HOCUTENN NHGOPMaLM

3HN.7

KoHTponb NoAKIYEHMS MaLUMHHbIX HocuTenei
WMHpopmaLum

3HW.8

YHUYTOXEHMEe (CTMpaHue) uHopMauum Ha MalUUHHBIX
HOCUTENAX NpW KX nepegadve Mexay nonb3oBartensvy, B
CTOPOHHME OpraHuM3auuv An8 pemMoHTa Wau yTuausauuu, a
TakKke KOHTPOb YHNUTOXEHUS (CTUpaHnNS)

V. Pernctpauus cobbituii 6esonacHoctn (PCE)

PCB.1

OnpegeneHve  cobbiTuiAi  6e30MacHOCTH,  MOAJIEeXaLLMX
perucTpauum, 1 CPOKOB UX XPaHEHMS

PCB.2

OnpegeneHve coctaBa W cofepXaHus uHdopmauun o
CcobbITUAX 6€30MacHOCTK, NoA/Iexallux perucrpauum

PCB.3

Cbop, 3anMcb WK XpaHeHue WHdopMauMm 0O COoObITUSIX
6e30MacHOCTA B TEYEHNE YCTAHOB/IEHHOIO BPEMEHW XPaHEHNS

PCB.4

PearmpoBaHne Ha cb6bou npu perucTpauuy CcobbITHiA
6e3onacHoOCTX, B TOM uuc/e annapartHble W MporpaMMHble
owmnbkn, cboum B MexaHMamMax cbopa wHGOpMauMM U
LOCTKEHNE npejena Wiv nepenosiHeHus obbema (eMKOCTW)
namsaTy

PCB.5

MOHWTOPUWHI (NPOCMOTP, aHa/IM3) Pe3y/bTatoB perncrpaumm
CO6bITUIA 6e30MacCHOCTU 1 pearnpoBaHne Ha HUX

PCBb.6

leHepMpoBaHNe BPEMEHHbIX METOK U (M/IM) CUMHXPOHU3aLNS
CUCTEMHOrO BPEMEHN B MHDOPMALMOHHONM cnucTeme

PCB.7

3awmTa uHhopmaumm o cobbITMAX 6€30MacHOCTU

PCB.8

O6GecneyeHne BO3MOXHOCTM  MNpOCMOTpa W aHamsa
WHpopMaunmM 0O AEencTBUSAAX OTAENbHbIX MNo/b3oBaTeneil B




MHOPMaLMOHHOI cucTeme

VI. AHTMBMpYCcHaa 3awmuTa (AB3)

AB3.1 Peanusaumsa aHTUBUPYCHOI 3allnThbl +

AB3.2 O6HOoBMEHNEe 6asbl  [daHHbIX MNPU3HAKOB BPEAOHOCHbIX +
KOMMbIOTEPHbIX NporpamMmm (BYPYCOB)

VII. O6HapyxeHue BTopxeHuii (COB)
COB.1 O6HapyXeHne BTOPXXEHUIA +
COB.2 OO6HoB/eHNe 6a3bl peLlaoLwmnx npasus +
VIII. KoHTponb (aHanu3) 3awuieHHocT nHgopmaumm (AH3)

AH3.1 BbisiBNeHne, aHann3  ys3BMMOCTE  MHDOPMAaLMOHHOM +
CUCTEMbl W OMNepaTuBHOE YCTPaHEHWE BHOBb BbISIBMIEHHbIX
ysi3BUMOCTEN

AH3.2 KoHTponb YCTaHOBKU 0GHOBNEHWIA nporpaMmMHoOro +
obecneyeHus, BK/IOYast 0GHOB/MEHME NporpaMmHoro
obecneyeHus cpeacTs 3alWmnTbl MHGOpPMaL MK

AH3.3 KoHTponb pab6oTocnoco6HOCTU, MapameTpoB HACTPOKU © +
npaBUIbHOCTK (PYHKLMOHNPOBaHUS nporpamMmHoro
obecneyeHus u CpeacTB 3awmTbl MHhopMaLn

AH3.4 KOHTpO/siIb cocTaBa TEXHWYECKUX CPeAcTB, NporpaMmHOro +
obecneyeHuns n cpefcTs 3awmTbl MHopMaLuum

AH3.5 KoHTpo/nb npaBui  reHepauum U CMEHbl  naponewn +

nonb3oBatesieil, 3aBefeHnst U yAasleHUs YYETHbIX 3anucei
nonb3oBartesnieil,  peanuzaumMm  nNpaBWI  pasrpaHUYeHus
OOCTYNnoMm, MOSIHOMOYMIA MOMb30BaTeNnen B WH(OPMALMOHHOIM
cucteme

IX. ObecneyeHmne LenoCTHOCTM MHhOpMaLMOHHOW cnucTteMbl 1 MHcpopmauun (OLLT)

oun1 KOHTPO/b  UENOCTHOCTU  MPOrpaMMHOro  obecnevyeHus, +
BK/IlOYaA MporpaMMHoe obecrneveHne CpencTs  3aluThbl
WHhopmauum

ouJ1.2 KOHTpO/b LEenocTHOCTM MHpopMauun, copepxalencs B
6a3ax gaHHbIX MHGOPMAaLMOHHOW CUCTEMBI

oun.3 Ob6ecneyeHne BO3MOXHOCTHU BOCCTaHOBJ/IEHUA +
nporpamMmmHoro obecneyeHus, BKJ/THOYas nporpaMmmHoe
obecneyeHne  cpeacTs  3awWwuThl WHpopmauun, npu
BO3HWKHOBEHWMW HELUTATHBLIX CUTYaLUii

oun4 OGHapyXeHVe W pearMpoBaHme Ha MOCTynjeHne B +
WHPOPMALMOHHYI0 CUCTEMY He3arpalluvBaeMbIX 3/1EKTPOHHbIX
COo06LEeHN (N1ceM, JOKYMEHTOB) M MHOM WHGIOpMauuu, He
OTHOCAWMXCA K  (PYHKUMOHMPOBAHWIO  MHGIOPMALMOHHOV
cucTemsbl (3awmTa oT cnama)

oun.s KoHTponb cogepxaHust uHdopmaumm, nepegaBaemon ©3

WHOPMALMOHHON CUCTEMbI (KOHTEMHEPHbIN, OCHOBAHHbLIA Ha




CBOICTBaX 0ObEKTa AO0CTYNa, M KOHTEHTHbI, OCHOBAHHbIA Ha
rnoucke  3anpelieHHon K nepegaye  MHGopMauum C
MCMO/Ib30BaHMEM CUTHaATyp, MacoK W WHbIX METOAOoB), WU
WCK/IIOYEHE HEMNpaBOMEPHOW nepegayn uvHgopMauum u3
MHOPMAaLMOHHOW CUCTEMBI

oL/1.6

OrpaHuyeHve npaB Nosb3oBaTtesnieli No BBoAy MHGopMaLmm
B MH(DOPMALMOHHYIO CUCTEMY

oun.7

KOHTPO/Ib TOYHOCTU, MOSIHOTbI U MPABWILHOCTW [AaHHBIX,
BBOJMMbIX B UH(POPMALMOHHYHO CUCTEMY

oL.8

KOHTpO/b OLWMGOUHBIX AEACTBUIA NoNb3oBaTeneil No BBOAY U
(nnn) nepepaue nHcopmaLmm " npeaynpexaexHve
nonb3oBaresieil 06 OLMBOYHBIX AENCTBUSAX

X. O6ecneveHne foctynHocTn nHdpopmavmm (OA4T)

OonT.1

Vicnonb3oBaHne OTKaSOyCTOVILII/IBbIX TEXHNYECKUX CpenCTB

OAT.2

PesepBupoBaHMe TEXHUYECKMX CPeacTB, MNPOrpaMMHOro
obecrneyeHusi, KaHanoB nepegayn WHdopmauun, CcpeacTs
obecneyeHuns PyHKLMOHMPOBaHUS NHOPMALIMOHHON CUCTEMBI

OAT.3

KoHTponb 6e30TKasHOro (DYHKLMOHMPOBAHNS TEXHUYECKUX
CpefcTs, o6HapyxeHwue " nokKanusaums 0TKa30B
(hYHKUMOHVMPOBAHUS, MPUHATME MeEP MO BOCCTAHOB/IEHNIO
0TKa3aBLUKX CPELCTB M UX TECTUPOBaHUE

oAT.A4

Meprognyeckoe pe3epBHOE KOMMpOBaHWE MHopMauum Ha
pesepBHble MallUVHHbIE HOCUTENW UHChopMaLMK

OAT5

O6ecneyeHne BO3MOXHOCTM BOCCTAHOB/EHMS MHhbOpMaLmn
C pe3epBHbIX MaLUMHHBLIX HOcUTeNnen nHdopmaumm (pe3epBHbIX
KOMuiA) B TeYEeHMe yCTaHOB/IEHHOIO BPEMEHHOIO MHTEpBa/1a

OAT.6

Knactepusaumsa uHOpPMaLMOHHON cuctemMbl U (M) ee
CEerMeHTOoB

OAT.7

KoHTponb  coCTOsHMA M KavecTBa  MpefocTaB/eHns
YMNO/IHOMOYEHHBIM ~ JIULOM  BbIUYUC/IUTENIbHBIX ~ PECYpPCcoB
(MoLLHOCTei1), B TOM Ync/e nNo nepegade Hopmalum

XI. 3awura cpenpbl BupTyanimsauum (3CB)

3CB.1

NaeHTUdmKaums n ayTeHTUgMKaLms cy6bekToB AocTyna u
06BLEKTOB AOCTyna B BUPTyasibHOV MHAPACTPyKType, B TOM
umcne aIMUHUCTPATOPOB ynpaeieHus cpeacTBaMm
BUpTYya/M3auum

3CB.2

YnpaBneHne AOCTYNOM CyOGbEKTOB AOCTyna K ob6bekTam
[OCTyna B BUPTYaslbHOW MHppacTpyKType, B TOM YMC/ie BHYTPU
BMPTYa/lbHbIX MaLLWH

3CB.3

Peructpauymsa cob6bITMii  6e30MacHOCTM B BUPTyasIbHOW
WHpaCcTpyKType

3CB.4

YnpaBnewve (unsTpaums, MaplpyTu3auusi, KOHTPOSb
coefVHeHusi,  OAHOHamnpaB/ieHHasl nepegaya)  MoOTOKaMW
nHhopmauum mexay KOMMOHEeHTaMu BUPTYasIbHO




MHDPACTPYKTYpbl, a Takke Mo MepuMeTpy BUPTYaslbHOI
MHPPaCTPYKTYPbI

3CB.5

JoBepeHHas 3arpyska  CepBepoB BMpTyasm3aumm,
BMPTya/IbHOW MalUnHbl (KOHTEWHepa), CepBepoB ynpaB/eHus
BUpTYyannsaumnen

3CB.6

YnpaBneHne  nepemelleHneM  BUPTYaslbHbIX  MalluWH
(kOHTeltHepOB) 1 0bpabaTbiBaEMbIX HA HUX AaHHbIX

3CB.7

KOHTponb LenocTHOCTU BUPTYasibHOW MHADPACTPYKTYPLI U ee
KOHchurypawmii

3CB.8

Pe3epBHOE  KOMMPOBAaHWE  [AaHHbIX,  PE3EepPBUPOBaHME
TEXHNYECKNX cpencTs, npPOrpaMMHOro obecneyeHns
BUPTYasIbHOW  MHPPACTPYKTYpbl, a Takke KaHa/loB CBs3W
BHYTPW BUPTYasIbHON MHAIPACTPYKTYpSI

3CB.9

Peanvzaumsi ¥ ynpaBneHWe aHTMBUPYCHOI 3awuToil B
BUPTYasIbHOI MHPACTPYKType

3CB.10

Pa3bneHne BUPTYasibHONM MHAIPACTPYKTYPbl HA CErMeHTbl
(cermeHTUpOBaHNE  BUPTYyaslbHOW  MHAIPACTPYKTYpPbI)  A/1A
06paboTkM MHGOpPMaLMK OTAENbHLIM NoMb3oBaTesieM n (Uaun)
rpynnov nonb3oBartenei

XIl. 3awmra TexHnyeckux cpencts (3TC)

3TC.1

3awmTta wuHcopMaumm, obpabdaTbiBaeMol TEXHUYECKUMM
cpeacTBaMu, OT ee YTeUKU M0 TEXHUYECKUM KaHanam

3TC.2

OpraHum3auns KOHTPONMPYEMOI 30HbI, B NMpeaenax KoTopoii
MOCTOSIHHO  pa3MeLlalTcsl  CTauMoHapHble  TEXHUYEeCKue
cpeacTtBa, ob6pabaTbiBawolimMe WHOpMauuMo, U cpeacTsa
3alnTbl  UMHOpMauMM, a Takke cpeacTtBa obecneyeHus
OYHKLNOHNPOBAHNS

3TC.3

KoHTponb ¥ ynpaBneHne U3MYECKMM  AOCTYMOM K
TEXHWYECKMM cpeacTBaM, CpeacTBam 3aluTbl MHAOpMaLuK,
cpefcTBaM obGecnedyeHus (QYHKUMOHMPOBaHMS, a Takke B
NMOMELLEHNS U COOPYXEHWSl, B KOTOPbIX OHW YCTaHOB/IEHbI,
WCK/IYaoLmMe HeCaHKLUMOHNUPOBAHHbIA (PU3NYECKUA AOCTYN K
cpeactBaM  06paboTkMm  MHpopmaumn, cpeactBam  3allUThbl
WHpopMaunm 1 cpeacteam obecnevyeHus PyHKLUMOHMPOBaHMS
MH(OPMALIMOHHON CUCTEMbI U MOMELLEHUSI U COOPYXEHUs, B
KOTOPbIX OHW YCTAHOB/EHbI

3TC.4

Pa3smeLlleHne YCTpOICTB BbIBOAA (oTOGpaxeHus)
UHhopMaLMK,  UCKIKHaKLWee ee  HeCaHKUVOHMPOBAaHHBIN
npocmoTp

3TC.5

3almTa OT  BHEWHWMX  BO34EACTBUA  (BO3ZeNcTBUiA
OKpyXatLlein cpefbl, HecTabunbHOCTU 3NEKTPOCHaOXEHUS,
KOHOMLIMOHMPOBAHUS U VHbIX BHELLHWUX (DaKTOPOB)

XIll. 3awuTa

NH(pOPMaLMOHHO CUCTEMBI, €€ CpeacTB, CUCTEM CBA3N 1 Nepegayn gaHHblx (3MC)

3nc.1

PasgeneHne B MHOpMaUUOHHON cucteMe yHKUMiA no
yrnpaB/ieHunto (aAMUHMCTPMpPOBaHMIO) NHOpPMaLMOHHOA
CUCTEMOW, ynpaBfeHno (a4MUHUCTPUPOBAHUI)  CUCTEMOIA

+

+




3alnTbl MHChopMaumn, yHKUMIA N0 06paboTke MHopmaumun un
WHbIX QOYHKLMIA MHADOPMALMOHHOM CUCTEMBI

3nC.2

MpepoTBpaLLeHne 3a4epXK1 UK NPepbiBaHNS BbINOSHEHUS
MPOLIECCOB C BbICOKMM MPUOPUTETOM CO CTOPOHbI NPOLECCOB C
HU3KUM MPUOPUTETOM

3nC.3

ObecneyeHve 3awmTbl  UHOPMAUUM  OT  PacKpbITUS,
MoandmKaumMn 1 HaBs3bIBaHUA (BBOAA NOXHOW MHGOpMaLmm)
npu ee nepegave (NOAroToBKE K Nepefaye) no KaHasiam CBA3W,
UMEILLMM BbIXOZ, 3@ Npefesibl KOHTPONUPYemol 30Hbl, B TOM
yncne 6ecnpoBOAHbIM KaHaslam CBSA3M

3nc.4

O6ecneyeHne [OOBEPEHHbIX KaHasla, Maplpyta mexay
aMUHUCTPATOPOM, MO/b30BaTENIEM W CpeacTBamMu  3awuThl
UHopmaumm  (hyHkLMAMM 6e30NacHOCTU CPeAcTB  3alluThbl
WHhopmauun)

3NnC.5

3anper HeCaHKUMOHWPOBAHHOW  yAasieHHOW  akTuBalumu
BMAeoKamep, MMKPOCIOHOB U MHbIX NEPUEPUIiHbIX YCTPOICTB,
KOTOpble MOryT akTVBMPOBATbCS YAa/IEHHO, W ONOBELLEHUE
nonb3oBaresieil 06 akTMBaL N TakUX YCTPONCTB

3nC.6

Mepepadya M KOHTPO/b  LIE/IOCTHOCTM  aTpubyToB
6esonacHocTM  (MeTok  6e30nmacHOCTM),  CBSI3aHHbIX  C
WHpopmaunen, npu obmeHe UHopmaumeir C  MHbIMK
NHGIOPMALMOHHBIMY CUCTEMaMMU

3nc.7

KoHTposb CaHKLUMOHNPOBaHHOIO 7 NCKtoYeHne
HeCaHKLUOHMPOBAaHHOTIO MCMNOJIb30BaHusA TexHonorui
MOOWIBLHOTO Kofa, B TOM 4WC/e perucTpauusi CobbITWiA,
CBSI3aHHbIX C MUCMOJ/Ib30BaHNEM TEXHOSIOMMA MOGUMIBLHOTO Koaa,
X aHanu3 M pearMpoBaHMe Ha HapylleHusl, CBsi3aHHble C
MCNoNb30BaHNEM TEXHOMOINI MOGU/ILHOIO Koaa

3nC.8

KoHTponb CaHKLMOHNPOBaAHHOTO n UCK/TIOYEHME
HeCcaHKLMOHUPOBaHHOIO NCMO/b30BaHNA TEXHOMOINIA Nnepefayuu
peun, B TOM u4uUC/le perucTpauust CoO6bITUA, CBA3AHHbLIX C
UCMO/Ib30BaHNEM TEXHOMOMMIA Mnepefayn peuun, WX aHanms u
pearmpoBaHue Ha HapyLleHusl, CBA3aHHblE C UCMO/Ib30BaHNEM
TEXHOJIOTUI Nepefayn peyn

3nc.9

KoHTposb CaHKLOHUPOBAHHOIA " UCK/ItOUYEHVE
HecaHKLVOHUPOBaHHON Nepefayy BUAEOUHpOPMALWK, B TOM
uucne perucTpauus CcoGbITWiA, CBA3AHHLIX C nepepadei
BUAEOMHOpPMALMM, WX aHaM3 U pearypoBaHue  Ha
HapyLLEHNS, CBSA3aHHbIE C Nepegayeil BuaeomHgopmauum

31C.10

MoATBepXAeHUe NPOUCXOXKAEHNS UCTOYHMKA MHGIOpMALIUN,
nosy4aemMoii B NpoLecce onpeaeneHnst CETEBbIX afpecoB Mo
CETeBbIM WMEHaM WM OnpefeneHns CeTeBbIX WMeH Mo
ceTeBbIM agpecam

3ncC.11

ObecneyeHne NOAMHHOCTM CETEBbIX COeAMHEHWI (CeaHCoB
B3aVMOAENCTBMSA), B TOM uucne A8 3awmuTbl OT MOAMEHbI
CeTeBbIX YCTPOWCTB 1 CEPBUNCOB

3nC.12

WckntoueHne BO3MOXHOCTU  OTPULLAHUA  MOJIb30BATE/NEM
(hakTa oTnNpaBku MHoOpMaLMKM ApYroMy Mosib30BaTeslo




3NC.13

VcknoyeHne BO3MOXHOCTM  OTpULLIAHMS  MOJSb30BaTENEM
thakTa nonyyeHnss MHopMaLIMmn oT APYyroro nosnb3oBaTtesis

3nC.14

Wcnonb3oBaHue yCTpOICTB TEPMUHA/IBHOTO AocTyna Ans
06paboTkM MHhopmaumn

3nC.15

3almTa apxvBHbIX (paiisioB, MapaMeTpoB HaCTPOIiK/
CpeacTB 3almTbl MHOPMauuM 1 NporpaMMHOro obecneveHums
MU WHbIX AA@HHbIX, HE NoANexXalnx W3MEeHEeHM0 B npouecce
06paboTkM MHhopmaLun

3NC.16

BbisiBneHne, aHanim3 1 6/10kMpoBaHmMe B MHADOPMaLNOHHON
CMUCTEME CKPbITbIX KaHa/I0B nepegayn uHdopmaumMm B 06xopq,
peasin30BaHHbIX Mep 3aluTbl MHOPMaUUN WUAN  BHYTPU
paspeLLeHHbIX CETEBbIX MPOTOKO/I0B

3ncC.17

Pa3bneHne WHPOPMALMOHHOM CUCTEMbI HAa CErMEHTbI
(cermeHTMpOBaHNE NHhOpPMaLMOHHOIA CUCTEMbI) "
obecneyeHne 3aWwmThbI nepumeTpoB CerMeHToB
NHOPMALMOHHOM CUCTEMBI

31nC.18

Ob6ecneyeHne 3arpy3kM ¥ WCMOSIHEHWS  MPOrPaMMHOrO
obecrneyeHnss €  MallMHHbIX  HOcWUTenel  MHdopmauuu,
JOCTYMHbIX TOMbKO A7 YTEHWUS,, U KOHTPO/b LIeSIOCTHOCTM
[laHHOrO NporpaMMHoro o6ecnedeHus

3nC.19

M3onsiums  npoueccoB  (BbINOSIHEHWE — Nporpamm) B
BblAENEHHOI 06/1acTU NamMsITy

31C.20

3awmrta 6ecrnpoBOAHbIX COEAUHEHWI, MPUMEHSIEMbIX B
MHOPMaLMOHHOI cucTeme

3nc.21

WcknoueHne pocTyna nosnb3osBaTenis K - MHopmauuu,
BO3HVIKLLIE B pesynbrate  AeincTBuii npeablayLero
nosib3oBaTesil  4Yepe3  peecTpbl, ONepaTuBHYD  NamsThb,
BHELUHME 3anoMMHaloLWmne yCTpoicTBa WM WHble 0bwue AN
nosib3oBaresiei pecypcbl MHPOPMAaLNOHHOW CUCTEMDI

3ncC.22

3awuta MHhopMaLMOHHOW CUCTEMbI OT Yrpo3 6e30MacHOCTM
MHopMaLMK, HanpaBfiEHHbIX Ha OTKa3 B 06CAY>XUBaHUU
MHOPMaLMOHHOW CUCTEMBI

31C.23

3awmTta nepumetpa (cpusmdecknx u  (MAKM)  NOFUHECKUX
rpaHnL) MHAOPMAaLMOHHOM CUCTEMbI NPY ee B3anMogeNnCcTeBnm ¢
WHLIMW UH(OPMALMOHHLIMUA CUCTEMaMU U UHAIOPMALMOHHO-
TeNEKOMMYHMKaLMOHHbIMW CETSIMM

3nC.24

MpekpalleHre CETEBbIX COEAVHEHWIA MO WX 3aBepLUEHUN
WM N0 WCTEYEHWM 3a[JaHHOTO ONepaTtopoM BPEMEHHOI0
WHTepBasia HEAKTVBHOCTY CETEBOTO COEAMHEHUS

3nC.25

Wcnonb3oBaHne B MHGOPMALMOHHON cuUCTEME WM ee
CErMeHTax pasfiMyHbIX TUMNOB 06LLECUCTEMHOTIO, NPUKIAAHOIO U
creunasibHOrO  MporpaMMmHOro  o6ecrniedeHns  (cosgaHve
reTeporeHHo cpespbl)

3NC.26

Wcnonb3oBaHne npuknagHoro 7 cneumanbHoro
NporpaMMHOTO  06ecrneyeHusl,  UMeloLMX  BO3MOXHOCTb
(OyHKUMOHMPOBaHUST B cpefax pas/MyHbIX OnepauyoHHbIX
cucTem




3ncC.27

Co3gaHune (3amMynaums) NOXHbIX UHGIOPMALMOHHBIX CUCTEM
AN X KOMMOHEHTOB, MpeAHa3Ha4YeHHbIX ANs OBHapyXeHus,
perucTpaumm n aHasmsa OerCTBUIA HapyluTeneid B npouecce
peanu3auum yrpo3 6e3onacHoOCTV MHopmMaLmm

31C.28

BocnpousBegeHne NoXHbIX U (MWIM) CKPbITUE WUCTUHHBIX
0TAENbHbIX MHPOPMALMOHHbIX TEXHONOTNA U (MNN) CTPYKTYPHO-
PYHKLUMOHANIbHBIX XapakTepUCTUK MHGOPMALMOHHOW CUCTEMBI
Wi  ee  CErMeHToB, obecneuvBalllee  HaBsi3biBaHUE
HapyLWUTEN0  JIOKHOTO  NPeACTaBfeHNss 06  UCTUMHHBIX
MHPOPMAUMOHHBIX  TexHonormax u  (MAnM)  CTPYKTYpHO-
PYHKLMOHasTbHbIX XapakTepucTukax NHGOPMALMOHHOV
CUCTEMBI

3nC.29

MepeBoa MHGOPMALMOHHOW CUCTEMbI WAN €e YCTPOWCTB
(KOMMOHEHTOB) B 3apaHee onpeAesieHHy KoHdmrypauuio,
obecneuvBallyo  3aWwmMTy  MHpopmauun, B cnydae
BO3HWKHOBEHMM OTKa3oB (C60eB) B CUCTEME  3allUThbI
NHhopmaunn MHpOPMaLMOHHOW CUCTEMBI

31C.30

3almTa MobUbHbIX TEXHUYECKUX CPEACTB, MPUMEHSIEMbIX B
WHOPMALIMOHHOI cucTeme

nyn

Mepa 3aluTbl MHopMauun BkIoYeHa B 6a30Bblii HAabop mep

3aLMLLIEHHOCTU MHIIOPMALMOHHOW CUCTEMBI.

[Ns1 COOTBETCTBYIOLLIErNO Kracca

Mepbl 3alnTbl MHGOPMALMK, He 0603HaYeHHble 3HaAKOM "+", MPUMEHSIOTCS Npu aganTauum Ga3oBOro
Habopa Mep M YTOYHEHWU afanTUpoBaHHOTO 6a30BOro Habopa Mep, a Takke Mpu paspaboTke KOMMEeHCUPYOLLMX
Mep 3alLMTbl UHOpMaLMKM B MHpOPMaLMOHHON CMCTEME COOTBETCTBYHOLLIETO KMacca 3alULeHHOCTH.
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